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Abstract

Variants of general-purpose programming languages,
like SystemC, are increasingly used to specify system
designs that have both hardware and software parts.
The system-level languages allow a flexible partition-
ing in the design of the hardware and software. More-
over, many properties depend on the combination of
hardware and software and cannot be verified on either
part alone. Existing tools either apply non-formal ap-
proaches or handle only the low-level parts of the lan-
guage.

This papers presents a new technique that handles
both hardware and software parts of a system descrip-
tion. This is done by automatically partitioning the
uniform system description into synchronous (hard-
ware) and asynchronous (software) parts. This tech-
nique has been implemented and applied to system level
descriptions of several industrial examples. The hard-
ware/software partitioning improves the performance
of the verification compared to the monolithic approach.

1 Introduction

System designs have both hardware and software
parts. Traditionally, the software component of a sys-
tem design is written in a programming language like C
or C++, while the hardware part is written in a hard-
ware description language such as Verilog or VHDL.

This approach has several disadvantages. First of
all, the designer is forced to learn and understand sev-
eral languages. Second, at the beginning of the design
process, it is often unclear which parts of the function-
ality are to be implemented in hardware or in software.
If the partitioning of the design into hardware and soft-
ware is to be changed later on, expensive and time con-
suming re-design becomes necessary. Furthermore, two
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different design languages usually break the verification
tool flow. Many properties of the design only hold on
the combination of particular software and hardware
parts, and cannot be verified on either part alone.

This motivates the idea of using uniform system-
level design languages. These languages offer various
levels of abstraction, down from netlists up to highly
abstract descriptions which hide low-level implemen-
tation details. As part of this process, an abundance
of C-like system design languages has emerged. They
promise to allow joint modeling of both the hardware
and software components of a system using a language
that is well-known to engineers.

Several different projects have undertaken the task
of extending the C language to support hardware spec-
ification. The earliest C-like hardware description lan-
guage is HardwareC [29] from Stanford University,
which is aimed at a rather low hardware-level, resem-
bling synthesizable RTL. The SpecC language [1], de-
veloped at the University of California, Irvine, is based
on ANSI-C and adds constructs for state machines,
concurrency (pipelines in particular), and arbitrary-
length bit-vectors. It also provides a way to modu-
larize the design by a construct that resembles classes
as offered by C4++. Channels are used for synchroniza-
tion and communication between modules. Handel-C
[34], developed at Oxford University, is very similar
to SpecC, including the syntax for most of the exten-
sions. As SpecC, it offers concurrency, arbitrary-length
bit-vectors, and channels.

The languages mentioned above are all based on
ANSI-C and share most of their features. All of them
start with a high level of abstraction and bridge the gap
to the lower levels by adding constructs like bit-vectors.

SystemC In contrast to these languages, the Sys-
temC [37] language has a different approach. Histor-
ically, the SystemC language was used for low-level
modeling of circuits only. For this low level, it has



unique features such as four state logic signals (0, 1, Z,
X) and multiple drivers for a single signal. The main
motivation is efficient circuit simulation. The netlist of
a SystemC model is obtained by synthesis in a similar
manner as from synthesizable Verilog. SystemC also
offers features not found in HDLs, such as fixed-point
arithmetic. Hardware in SystemC is typically designed
for synchronous execution. All components perform an
action (event) at each execution step, synchronized by
means of global clock signals.

The SystemC 2.0 standard aims at levels of abstrac-
tion above the RTL level, including parts that are im-
plemented as concurrent software. Concurrent software
systems typically use an asynchronous model of execu-
tion. The concurrent actions of the threads are exe-
cuted in an arbitrary ordering, unless a particular or-
dering is enforced by the user. Thus, SystemC 2.0 adds
constructs for the synchronization between concurrent
threads. These constructs are based on events.

Formal Verification of System-Level Designs
Concurrent software is notoriously error-prone. Ap-
proaches based on testing are usually fail to find im-
portant concurrency bugs. Model Checking [10, 15] is
a formal verification technique which is now-days com-
monly used in the hardware design industry. It has
been shown to be especially useful in verifying concur-
rency.

In order to support a hardware/software co-design,
it is common to use interface constructs. In essence,
an interface is modeled as a process that reads and
writes communication signals from the hardware part.
The coordination of an interface process with software
is handled by the software communication mechanism,
for example, message exchange via buffers. When hard-
ware verification methods (based on synchronous exe-
cution models as in SMV, COSPAN, etc.) are used, the
interface process not only uses the communication sig-
nals as synchronization events between hardware and
software parts, but also performs a function of a sched-
uler. The scheduler is designed to model software asyn-
chrony by self-looping, using nondeterminism as pro-
posed in [30].

Traditionally, formal verification of hardware and
software is done using different techniques, i.e., tools
based on different algorithms, representations and prin-
ciples. The tight coupling of hardware and software in
a system model precludes verification of the hardware
and software separately. Another problem is that for a
single step in a software execution, there could be hun-
dreds of steps done by the hardware. This difference
makes traditional co-simulation inefficient. Thus, an
efficient formal verification technique for designs that

have both a hardware and a software part is highly
desirable.

Related Work In [19], Drechsler and Grofe describe
how to convert a gate-level model given in SystemC
into BDDs. The BDD is used for forward reachabil-
ity analysis. In [31], a very similar method is used to
check equivalence between SystemC designs. Again,
the design is synthesized using the SystemC compiler
into a netlist represented using BDDs. Neither project
supports any of the higher abstraction levels for de-
scription of system designs.

In [27], Bounded Model Checking (BMC) [5, 4] is ap-
plied to both a circuit and an ANSI-C program. The
approach is restricted to sequential ANSI-C programs,
no support for concurrency is provided. Furthermore,
no attempt is made to abstract the program or the
circuit, which limits the capacity of the method. Also,
Bounded Model Checking only shows the absence of in-
consistencies up to a given bound. In order to guaran-
tee the absence of any inconsistencies, the bound has to
be larger than the Completeness Threshold [28], which
is too large for many industrial designs.

Sakunkonchak and Fujita verify the synchroniza-
tion mechanisms of a SpecC program in [36]. The
data is encoded using difference decision diagrams. No
hardware-level constructs are supported.

In [26], the authors apply SAT-based predicate ab-
straction to the equivalence checking problem. The
high-level language used is ANSI-C, not a system level
language, and no concurrency is supported.

This paper builds on work described in [23], where
SAT-based predicate abstraction is applied to a SpecC
design. Abstraction is a principal method to combat
the state space explosion problem. Abstraction tech-
niques reduce the program state space by mapping the
set of states of the actual system to an abstract, and
smaller, set of states in a way that preserves the rele-
vant behaviors of the system.

Predicate abstraction [20, 16] is one of the most
prominent techniques used in software verification. It
is implemented by all major software model checking
tools [6, 21, 3]. It abstracts data by only keeping track
of certain predicates. Each predicate is represented by
a Boolean variable in the abstract model, while the
original variables are eliminated. The abstract pro-
gram is created using Eristential Abstraction [9], which
is a conservative abstraction for reachability proper-
ties. If the property holds on the abstract model, it
also holds on the original program.

The drawback of a conservative abstraction is that
when model checking of the abstract program fails, it
may produce a counterexample that does not corre-



spond to a concrete counterexample. This is called a
spurious counterexample. When a spurious counterex-
ample is encountered, refinement is performed by ad-
justing the set of predicates in a way that eliminates
this counterexample. This is automated by Counterez-
ample Guided Abstraction Refinement [30, 3, §].

Predicate abstraction tools used to employ theorem
provers that implement a logic based on natural num-
bers in order to compute the abstraction. System-level
languages like SystemC, however, require an accurate
modeling of the program variables as bit-vectors. A
SAT-based method that supports bit-vector semantics
has been proposed in [13]. There are now versions of
both Sram [17] and COMFORT [22], the successor to
MAGIC [6], with support for SAT as a decision pro-
cedure.

In [23], the whole SpecC program is treated as a sin-
gle software program, no attempt is made to optimize
the verification of the hardware part.

This paper uses the state/event-based notation in-
troduced in [7] for modeling SystemC programs. The
modeling framework consists of labeled Kripke struc-
tures (LKS), which are directed graphs in which states
are labeled with atomic propositions and transitions
are labeled with actions. The combined state-based
and event-based notation has been explored by a num-
ber of researchers. De Nicola and Vaandrager [33], for
instance, introduce ‘doubly labeled transition systems’,
which are very similar to our LKSs. Kindler and Ves-
per [25] use a state/event-based temporal logic for Petri
nets.

Contribution We formalize the semantics of Sys-
temC by means of labeled Kripke structures. We use
a model that allows labeling both states (with propo-
sitions) and the transitions (with actions for synchro-
nization). In contrast to prior work, we automatically
partition the design into a hardware and a software
part. The resulting design performs fewer transitions
and can be analyzed more efficiently by means of an
automated and thread-modular abstraction refinement
loop.

Outline We provide background information on Sys-
temC, the computational model we use, and abstrac-
tion in section 2. We formalize the semantics of the
subset of SystemC we handle in section 3. Our parti-
tioning heuristic is described in section 4. Section 5
provides details on how to abstract the partitioned
model and how to verify the abstract model. Experi-
mental results are reported in section 6.

2 Background
2.1 SystemC

SystemC was originally developed for specification
of low-level designs. The main motivation of SystemC
is that a circuit model can be compiled using a regular
C++ compiler, and then simulated efficiently. Synthe-
sis tools can generate net-lists from SystemC. The Sys-
temC language includes all constructs allowed in C++,
albeit a very small subset is actually synthesizable.

Similar to the approach used by SpecC, modular-
ization in SystemC is implemented by means of C++
classes: the SystemC construct SC_MODULE is simply a
pre-processor macro for a class definition. Communica-
tion between the modules is done by means of pointers
to shared variables. These pointers are set within the
constructors and expected not to change during the
runtime.

SystemC allows all C++ data types. In addition to
that, types for arbitrary width bit-vectors and infinite
precision fixed-point values are defined.

The behavior of a module is specified by defining
one or more Processes. A process is either a Method,
a Thread, or a Clocked Thread. Both methods and
clocked threads are special cases of threads. We there-
fore focus the presentation on threads only (the Sys-
temC standard makes this distinction for greater sim-
ulation and synthesis efficiency).

Syntactically, a process is a method of a module
class. Similar to VHDL or Verilog, a process has a list
of events that activate the process. This list of events is
called the sensitivity list of the process. As soon as the
event occurs, the process is activated and executes un-
til the process terminates or suspends its execution by
means of the wait () statement. The SystemC methods
are special cases of processes that do not call wait ().

Events may either be generated explicitly by a
thread (using the notify() statement or method), or
implicitly by changing signal values. As an example,
the positive edge of a clock signal is typically used as
an activation event for processes that model clocked
circuits.

These concepts are illustrated by an example in Fig-
ure 1: The listing shows a module m with two input
ports of type bool and two threads. The first thread
is sensitive to a change in the input value, and thus,
could be used to model combinational circuitry. The
second thread is sensitive to a positive clock edge, and
thus, could be used for modeling a clocked circuit.

Semantics of Thread Execution The SystemC
specification distinguishes three states of a thread: run-



SC_MODULE (m) {
sc_in<bool> data_in; // input port
sc_in<bool> clock; // input port
sc_out<bool> data_out; // output port

void threadl();
void thread2();

int 1i;

SC_CTOR(m) { // Comstructor
SC_THREAD (threadl); // Thread Process
// make thread sensitive to change of input
sensitive << data_in;

SC_THREAD (thread2); // Thread Process
// make thread sensitive to clock
sensitive_pos << clock;

Figure 1. SystemC example: A module m (syn-
tactic sugar for a class) with input/output
ports and two threads.

ning, waiting, and runnable. A running thread may
generate more events. Similar to SpecC, events that
are generated are recorded. This is done by chang-
ing the state of any thread sensitive to the event to
runnable. A single event may trigger the execution of
multiple threads.

A running thread may become a waiting thread by
executing the wait statement. The scheduler chooses
a thread among the runnable threads to resume execu-
tion. As in Verilog, the ordering in which the runnable
threads are activated is chosen non-deterministically.
It is important to note that no interleavings are done
between the threads unless a wait() statement is ex-
ecuted. This is a major difference between SystemC
and other system-level modeling languages such as
SpecC, which allows arbitrary interleavings between
the threads [1]. In particular, there is no need to con-
sider data races as it done for SpecC in [23]. It is impor-
tant to note that the synchronization does not happen
upon the generation of the event, but only upon calling
wait.

Delayed Notification An event is delivered as soon
as it occurs. If the thread that is meant to receive it
is already in the runnable state, the event is ignored.
This can result in a deadlock, as illustrated in Fig-
ure 2. Initially, both threads are runnable. The sched-
uler may choose to execute either thread a or thread
b first. If thread a is chosen first, it will generate the
event e. However, thread b is not yet waiting for the

SC_MODULE(M) {
sc_event e;
int data;

SC_CTOR(M) {
SC_THREAD(a) ;
SC_THREAD (b) ;

}

void a() {
data=1;
cout << "setting data to " << data << endl;
e.notify();

}

void b() {
wait(e);
cout << "data=" << data << endl;

}
s

Figure 2. Process synchronization using an
event e. This example may deadlock.

event, and thus, the event is lost. The scheduler will
execute thread b next, which will deadlock.

As an easy solution for such situations, the delivery
of an event can be delayed. The example is changed as
follows:

e.nodify_delayed();

In this case, the event is not delivered until all
threads are in the waiting state, which fixes the dead-
lock. This can be implemented by adding a flag bit for
each event, similar as described in [23].

2.2 Computational Model

A labeled Kripke structure [7] (LKS for short) is
a 7-tuple (S, Init, P,L,T,%,E) with S a finite set of
states, Init C S a set of initial states, P a finite set of
atomic state propositions, L : S — 2F a state-labeling
function, T C S x S a transition relation, X a finite set
(alphabet) of events (or actions), and € : T — (2¥\{0})

a transition-labeling function. We often write s A
to mean that (s,s’) € T and A C &£(s,s').! In case
A is a singleton set {a} we write s — s’ rather than

s ﬂ s’. Note that both states and transitions are

‘labeled’, the former with sets of atomic propositions,
and the latter with non-empty sets of actions.

A path m = (s1,a1, 82, a9, ...) of an LKS is an alter-
nating infinite sequence of states and actions subject

1In keeping with standard mathematical practice, we write
E(s, s') rather than the more cumbersome £((s, s’)).



to the following: for each 7 > 1, s; € S, a; € %, and
Si L Si+1-

The language of an LKS M, denoted L(M), consists
of the set of maximal paths of M whose first state lies
in the set Init of initial states of M.

2.3 Abstraction

Let M = (S, Init,P,L,T,%,E) and M =
(SM7InitM’PM7£AY7TNI7ZM’EM) be two LKSs. We
say that M is an abstraction of M, written M C M,
iff

1. Py C P,
2. Ty =%, and

3. For every path m = (s1,a1,...) € L(M) there ex-
ists a path 7’ = (s,a],...) € L(M) such that, for
each i > 1, a; = a; and Ly, (s;) = L(s;) N Py

In other words, M is an abstraction of M if the ‘propo-
sitional’ language accepted by M contains the ‘propo-
sitional’” language of M, when restricted to the atomic
propositions of M. This is similar to the well-known
notion of ‘existential abstraction’ for Kripke structures
in which certain variables are hidden [8].

Two-way abstraction defines an equivalence relation
~on LKSs: M ~ M’ if M & M’ and M’ T M. We
shall only be interested in LKSs up to ~-equivalence.

2.4 Parallel Composition

We modify the notion of parallel composition in [7]
to allow communication through shared variables.

Let M1 = (Sl, Initl,Pl,Cl,Tl,Zl,El) and Mg =
(SQ, I’I’Litz, PQ, ,Cg, TQ, 22, 52) be two LKSs. We assume
My and Ms share the same state space, i.e., S = S =
So, P= P, = P, and L = L1 = L5. We denote by
s iq- s’ the fact that M, can make a transition from
s to s’

The parallel composition of M; and M, is given by
M1 || M2 = (S, ]’I’LZtl n ]’Ilitg, P, ﬁ,T, 21 U 22, 5), where
T and € are such that s —2 s’ iff A # () and one of the
following holds:

1. ACY\ X andsiq s,
2. ACY\ Y andsiqs’,or

3.ACYE NY, andsi>1$/andsi>28’.

In other words, components must synchronize on
shared actions and proceed independently on local ac-
tions. This notion of parallel composition is similar to
the definition used for CSP; see also [2].

3 Formal Semantics
3.1 Preparation

Similar as in [23], we pre-process the SystemC pro-
gram. As most synthesis tools, we ignore the sc_main
function and assume that there is a designated top-level
module. We assume the set of threads can be deter-
mined statically, i.e., the module constructors must not
contain non-trivial control flow, and the object (i.e.,
module) instances can be determined by finite unwind-
ing. This is similar to what most synthesis tools ex-
pect [38]. Objects which are not SystemC modules
may be constructed dynamically using new, however,
and thus, we support designs with a true software part
that is not synthesizable.

We support C++ templates by flattening: the tem-
plate code is replicated, and the template parameters
are substituted by the arguments given by the instance.
Object construction and destruction is replaced by cor-
responding calls to the construction and destruction
methods, respectively. Side effects are removed by syn-
tactic transformations, the control flow statements (if,
while and so on) are transformed into guarded goto
statements. We currently do not support explicit ex-
ceptions using the throw statement. We support multi-
ple inheritance and virtual member functions by adding
function pointers to the compound type.

3.2 Transformation into an LKS

We formalize the semantics of SystemC using an
LKS M; for each thread. Let n denote the number of
threads. The behavior of the whole SystemC program
is given by the parallel composition Mi||. .. ||M,.

In SystemC, the only point of synchronization of
threads and interleaving between the threads is the
wait statement. Thus, we assume n global actions
Q = {wi,...,w,} C X, that are shared among all
LKSs, and n local actions 7; € 3; with Vi # j.7; & %,
i.e., 7; is unique to M;. If the thread is clear from the
context, we simply write s — s’ for a local transition
of the tread.

Notation The global state space S =51 =... =95,
is spanned by the variables of all modules, a program
counter PC; for each thread, and the status o; €
{waiting, runnable, running} of each thread. Thus, a
state s € S is a three-tuple (V, PC, ) consisting of a
vector V for the program variables, a vector PC for
the PCs, and a vector & for the status. Given a state
s € S, we denote the projection of the value of PC; or
o; from s as s.PC; and s.o;, respectively.



The execution of a statement by thread ¢ increases
the PC of thread i, while the other PCs remain un-
changed. Let v;(7) be a shorthand for PC’ with
PCI/:PCerl andPC’;:PC] fOI‘j#Z

Initialization The SystemC 2.0
changed the initialization semantics. In the new
version, all threads are initialized (i.e., started) once,
but with no particular ordering. Thus, we define the
set of initial states Imit as the set of states s € S such
that the PCs are set to the start of each thread and
that one thread is running while the remaining threads
are runnable.

s.PC; =0 A s.0; # waiting A
(s.0y = running — Vj #i.s.0; # running)

specification

Transition Relation The transition relation of LKS
M; is defined by splitting on the thread status. Let s
denote the state from which the transition is made. If
i is the running thread, i.e., s.o; = running, assume
P;(PC) denotes the instruction pointed to by PC in
thread 7. We do a case-split on the instruction, and
thus, let I be a shorthand for P;(s.PC;).

o If I is a notify statement, the thread 7 makes a
T-transition and changes the global state accord-
ingly. Note that no synchronization with other
threads is performed. The set of threads that is ac-
tivated by events caused by I is denoted by A(I).
Formally,

I =notify(e); = s —; s’

with sV = sV, s.PC = v;(s.PC), s.0; =
runnable for j € A(I), and s'.0; = s.0; for

Jj & A).

e If I is a statement that assigns the value of the
expression e to the variable x, the thread ¢ makes
a T-transition and changes the global state accord-
ingly. Let s(e) denote the value of the expression
e evaluated in state s.

T /
I =x=e; — s —; s

with s'.x = s(e), s'.y = s.y for y # x, s'.PC =
vi(s.PC), s'.0; = runnable for j € A(I), and
s'o; = s.oj for j ¢ A(I). If the modification
of x triggers events that other threads are sensi-
tive to, this can be realized by an implicit notify
statement after the assignment.

e If I is a guarded goto statement with guard g and
target ¢, the thread ¢ makes a 7-transition and
changes its PC accordingly:

I=if(g) goto t; =>5 —; 8

Event notification

Figure 3. Transitions between the states of
thread i.

with .V =s.V, §.0 = s.0, and

e ci=74 A s(g)
s .PC; = { PC;+1 : otherwise

e If [ is a wait statement, the thread ¢ transitions
into the waiting state. Any of the actions in O\ w;
is performed during the transition in order to syn-
chronize with any one of the other threads. This
formalizes the non-deterministic choice the Sys-
temC process scheduler makes among the runnable
threads. Formally,

I =wait(); = sﬂ\—wn s
with sV = s.V, §.PC = v;(s.PC), s.0; =
waiting. The wait () statement with event argu-
ments can be formalized in a similar manner.

If 4 is not the running thread, the only transition
LKS M; is allowed to make is an 2 transition to
synchronize with the wait statement of the running
thread. If the action w; is performed, the thread tran-
sitions into the running state. This is only allowed to
happen if thread ¢ is actually in the runnable state.
Formally,

Wi !
s.0; = runnable = s —>; s

with s'.0; = running.
If action w; with j # ¢ is performed, the thread
remains in its current state, i.e.,

Sl\wi 12
—

S i S

with s’.0; = s.0;.

The transitions between the states of thread i are
illustrated in Figure 3.

Vi



4 Hardware/Software Partitioning

Before computing the abstraction, we try to identify
hardware-like threads of the SystemC program. We
then synthesize a transition relation which combines
multiple instructions into one transition. We syntac-
tically distinguish three different categories of threads:
combinational threads, clocked threads, and unrestricted
threads.

Combinational Threads Combinational threads
are required to satisfy the following requirements:

1. The thread must be sensitive to all input values.

2. The thread must not be sensitive to either positive
or negative edges of signals.

3. The thread must not call wait ().
4. The thread must not contain unbounded loops.

Note that the thread does not need to be synthesiz-
able according to the requirements of a synthesis tool;
e.g., the thread may dynamically create or destroy ob-
jects. We transform combinational threads into a for-
mula f by running Bounded Model Checking (BMC)
on it as described in [27]. The thread is then removed
from the model. Whenever variables that are outputs
of the combinational thread are read in another thread,
we add f as the constraint.

Clocked Threads Clocked threads are required to
satisfy the following;:

1. The thread must be sensitive to a positive or neg-
ative edge of a designated clock signal.

2. The thread must not call wait () with arguments.

3. Inside any unbounded loop, the thread must call
wait().

Clocked threads are transformed into a state ma-
chine. We add a state for the beginning and end of
the thread and each wait () location. The transitions
between the states are the paths between the corre-
sponding program locations. The new thread performs
one transition with each step of the state machine.

Unrestricted threads are threads that are neither
combinational nor clocked. They are considered to be
the software part of the design, and not changed.

5 Model Checking with Abstraction

For verification of the SystemC program we first con-
struct its abstract model. We employ the predicate
abstraction method for the automated computation of
the abstract models. We use LKSs for modeling of
SystemC threads, and labels on the LKSs states corre-
spond to predicates that we use for predicate abstrac-
tion.

Abstraction with SAT System-level languages
make extensive use of bit-vector constructs. As done
in [23], we therefore use SAT in order to compute the
abstraction of SystemC programs. The SAT-based ap-
proach allows handling the bit-vector constructs. This
section provides a short overview of the algorithm. For
more information on the algorithm, we refer the reader
to [13, 23].

Recall that S denotes the (global) set of concrete
states. Let a(s) with s € S denote the abstraction
function. The abstract model can make an A-transition
from an abstract state § to § iff there is an A-transition
from s to s’ in the concrete model and s is abstracted to
3 and ¢ is abstracted to 8. Let T denote this abstract
transition relation. Formally,

sy — Hs,s’ES:Sins’/\ (1)
a(s)=8Na(s)=§

This formula is transformed into CNF by replac-
ing the bit-vector arithmetic operators by arithmetic
circuits. Due to the quantification over the abstract
states this corresponds to an all-SAT instance. For ef-
ficiency, one over-approximates T by partitioning the
predicates into clusters [24]. The use of SAT for this
kind of abstraction was first proposed in [11].

Thread-modular Abstraction The abstract mod-
els are built separately for each LKS corresponding
to an individual SystemC thread. The advantage of
this approach is that the individual threads are much
smaller than the overall program. After abstracting the
thread separately, we form the parallel composition of
the abstract LKSs that then can be verified.

The following formalizes our modular abstraction
approach.

Let M; and M, be two LKSs, and let # =
(s1,a1,...) be an alternating infinite sequence of states
and actions of Mj || Ms. The projection w|M; of
m on M; consists of the (possibly finite) subsequence
of (s1,a1,...) obtained by simply removing all pairs
(aj, sj+1) for which a; ¢ ;. In other words, we keep

vii



from 7 only those states that belong to M;, and ex-
cise any transition labeled with an action not in M;’s
alphabet.

We now record the following claim, which ex-
tends similar standard results for the process algebra
CSP [35] and LKSs [7].

Claim 1

1. Parallel composition is (well-defined and) associa-
tive and commutative up to ~-equivalence. Thus,
in particular, no bracketing is required when com-
bining more than two LKSs.

2. Let Mi denote the abstraction of M;, and let MH
denote the abstraction of the parallel composition
of Mi,...,M,. Then Mi||...||M, ~ M. In
other words, the composition of the abstract ma-
chines (M, ..., M, ) is an abstraction of the com-
position of the concrete machines (M, ..., My ).

The correctness of the claim follows from the fact
that only one of the threads M; can make a transition
in each step. For detailed related proofs of the compo-
sitional approach, we refer the reader to [35].

Claim 1 formalizes our thread-modular approach to
abstraction. Simulation and refinement can also be
performed without building the transition relation of
the product machine. This is justified by the fact that
the program visible state variables (V and PC) are only
changed by one thread on shared transitions. Thus, ab-
straction, counterexample validation and abstraction
refinement can be conducted one thread at a time.

Abstraction-refinement Loop Once the abstract
model is constructed, it is passed to the model checker
for the consistency check against the properties. In
this project, we use the SATABS model checker [14],
which implements the SAT-based predicate abstraction
approach for verification of ANSI-C programs. It em-
ploys a full counter-example guided abstraction refine-
ment verification approach. Following the abstraction-
refinement loop, this project iteratively refines the
abstract model of the SystemC program if it is de-
tected that the counterexample produced by the model
checker can not be simulated on the original program.
Since spurious counterexamples are caused by existen-
tial abstraction and since SAT solvers are used to con-
struct the abstract models, we also use SAT for the
simulation of the counterexamples. Our verification
tool forms a SAT instance for each transition in the
abstract error trace. If it is found to be unsatisfiable,
it is concluded that the transition is spurious. As de-
scribed in [12], the tool then uses the unsatisfiable core

of the SAT instance for efficient refinement of the ab-
stract model.

Clearly, the absence of individual spurious transi-
tions does not guarantee that the error trace is real.
Thus, our model checker forms another SAT instance.
It corresponds to Bounded Model Checking (BMC) [5]
on the original SystemC program following the con-
trol flow and thread schedule given by the abstract er-
ror trace. If satisfiable, our tool builds an error trace
from the satisfying assignment, which shows the path
to the error. A similar approach is used in [18] for
DSP software. The counterexample trace includes val-
ues for all concrete variables that are assigned on the
path. If unsatisfiable, the abstract model is refined by
adding predicates using weakest preconditions. Again,
we use the unsatisfiable core in order to select appro-
priate predicates.

Pointers and Dynamic Memory Allocation Sys-
temC programs, based on C++, make frequent use of
dynamically allocated objects using the new operator.
We support such constructs by the following means:

e We allow pointers and pointer dereferencing oper-
ators within the predicates.

e For each pointer that is assigned a dynamic ob-
ject, we have special predicates that keep track of
the size and an active bit, which is set upon call-
ing new, and cleared upon calling delete. Each
time the pointer is dereferenced, we assert that the
active predicate holds. We denote the predicate
by a(o), for any object o.

e During the construction of Equation (1), we em-
ploy a standard, but control flow-sensitive points-
to analysis in order to obtain the set of variables
a pointer may point to. This is used to perform
a case-split in order to replace the pointer deref-
erencing operators. Dynamic objects are handled
as follows: We generate exactly as many instances
as there are different points that may alias to the
same dynamic object.

This approach not only allows handing pointers and
pointer arithmetics of SystemC programs, but also ef-
ficiently manages the size of the generated CNF equa-
tions since it avoids handling data that pointers do not
point to.

Example Figure 4 shows an example of predicate
abstraction in the presence of dynamically allocated
objects. The left hand side shows the code to be
abstracted, the right hand side shows the predicates
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struct s {

S *n;
int i;
}o*p;
*p=new s; a(xp)

a(xp), a(x(p->n))
p->n->i = p->i + 1

p->n=new s;
p—>n—>i=p->i+1;

Figure 4. Example of Abstraction in Presence
of Dynamic Objects.

that hold after the execution of the code. In order to
show the last predicate, the equality of the two inte-
ger fields, the following formula is built, where D; and
Dy denote the two dynamic objects, and by denotes
the Boolean variable corresponding to the predicate
p=>n->1 = p—->i + 1:

pZ&Dl /\Dl.n:&D2/\
/Q.p = Dz.p A D/Q’L = Dl.i/\
(bg — (DéZ =Dii+ 1))

This formula is only valid for bs = true, which shows
the predicate.

6 Experimental Results

In our evaluation of the software/hardware parti-
tioning technique, we used ZChaff [32] for the ab-
straction, simulation, and as Core-extractor. We used
NuSMYV for checking the abstract models. The experi-
ments were performed on machine with a 2.8 GHz Intel
processor with 4GB RAM.

Interrupts are a common mechanism to implement
efficient data-transfer between a hardware and a soft-
ware component of a system. It avoids the overhead
of a polled-I/O implementation. As an example for
a hardware/software Co-design, we used SystemC to
model an UART together with system software that
reads the data from the UART upon arrival.

The system has two modules: 1) the hardware mod-
ule reads data from the environment and stores it in a
register. Simultaneously, an Interrupt Service Request
(IRQ) signal is raised for one cycle. 2) The interrupt
service routine (ISR) is a thread of the second module.
It is sensitive to the positive edge of the IRQ signal.

The property we checked was that no data that ar-
rived at the UART was lost. We specified this property
by adding a short counter to both the ISR and the
UART, denoted by sw.counter and uart.counter.
We verified that both counters were at most one apart.

AG uart.counter = sw.counter V
uart.counter = sw.counter + 1

Without partitioning, we obtained a model with a
total of 25 threads. NuSMV failed to complete on even
the initial abstract model with this number of threads
within the one hour time limit. This large number
of threads was mainly caused by threads that model
combinational logic. Upon removal of these threads
using the technique described in section 4, we obtained
only 2 threads. The property above could be verified
with a total of 25 refinement steps in 450 seconds.

After transforming the single clocked thread as de-
scribed in section 4, the number of refinement steps
was reduced to 4, and the property was verified in a
total runtime of 35 seconds.

7 Conclusion

This paper formalizes the semantics of SystemC by
means of labeled Kripke structures (LKSs). The LKS
notation labels both states and the transitions of the
model. The labels on the states allow an efficient treat-
ment of the program data, whereas the transition la-
bels are used to model the synchronization between
the threads. The SystemC program modeled as a set
of LKSs is partitioned automatically into a hardware
and a software part by syntactically identifying combi-
national and clocked threads. Combinational threads
are removed, and the transitions of clocked threads are
compressed, which altogether simplifies the verification
problem.

Future Work As future work, we plan to perform
more aggressive simplifications of the thread structure
by analyzing the abstract models. Thus, the hard-
ware/software partitioning would no longer be static,
but dependent on the abstraction, and would change
during the abstraction refinement.
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