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Abstract. Boolean programs are frequently used to model abstractions
of software programs. They have the advantage that reachability prop-
erties are decidable, despite the fact that their stack is not bounded.
The enabling technique is summarization of procedure calls. Most model
checking tools for Boolean programs use BDDs to represent these sum-
maries, allowing for efficient fix-point detection. However, BDDs are
highly sensitive to the number of state variables. We present an ap-
proach to over-approximate summaries using Bounded Model Checking.
Our technique is based on a SAT solver and requires only few calls to a
QBF solver for fix-point detection. Our benchmarks show that our imple-
mentation is able handle a larger number of variables than BDD-based
algorithms on some examples.

1 Introduction

Boolean programs [1] are frequently used to model software programs. They
provide the usual control-flow constructs of an imperative language such as C,
but variables are exclusively of Boolean type. The use of Boolean programs as
an abstract model has been promoted by the success of the SLAM project [2].
SLAM verifies control-flow dominated properties of Windows device drivers by
abstracting an ANSI-C program into a Boolean program. The abstract model
of the original program is obtained by means of Predicate Abstraction [3]. It
contains the same procedures and control flow as the original program, and
thus, Boolean programs are a natural formalization. The Boolean variables are
used to keep track of predicates over the variables of the original program.

The main advantage of Boolean programs over finite-state transition systems
is that their stack allows a precise representation of the behavior of proce-
dure calls, including procedure-local variables and (possibly unbounded) recur-
sive calls. Nevertheless, reachability properties for Boolean programs are decid-
able []: Procedures can access and modify only the topmost element of the
stack. Therefore, summarizing the procedures prevents a re-evaluation of a call
if the same calling context has already been considered before [5].
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Most existing model checkers compute summaries incrementally at each call
site. The reachable states are determined by means of a saturation procedure,
which computes and adds summaries until no new states are discovered. In-
stances of such model checkers are BEBOP [I], which is shipped with SLAM, and
MoPED [6]. Both tools use a symbolic representation of states and summaries
based on (ordered) Binary Decision Diagrams (BDDs) [7]. Ordered BDDs are
a canonical representation of formulas and can be compared efficiently, thus
enabling the detection of previously explored portions of the state space.

Unfortunately, in case of a large number of state variables, the BDDs become
unmanageably large. Approaches based on SAT-solvers (e.g. [8]) are less sensitive
to the number of variables. However, they suffer from the fact that the compari-
son of sets of states requires a decision procedure for quantified Boolean formulas
(QBF), making fix-point detection significantly harder than with BDDs.

We propose a SAT-based summarization technique that reduces the required
number of QBF calls significantly. We exploit the following observation about
Boolean programs generated by tools such as SLAM: They are shallow. Formally,
this means that the length of the shortest path from an initial state to any
reachable valuation of global and local variables is bounded by a small constant.
This bound is called sequential depth. Only few programs written in a general
purpose programming language such as ANSI-C have this property. A single loop
with an integer counter variable may result in a Kripke structure with loop-free
paths as long as 232

Obviously, a Boolean program may just as well have a sequential depth that
is exponential in the number of Boolean variables it contains. However, such a
program must encode the equivalent of a binary counter using a propositional
relation over the Boolean variables. Such models are typically not generated by
any of the program analysis tools that we experimented with: Tools based on
predicate abstraction generate at least one predicate per loop iteration [9].

In order to avoid the expensive fix-point detection, we generate a universal
summary, which encodes all possible execution traces of the procedure up to its
sequential depth, starting from an uninitialized calling context. A universal sum-
mary is an over-approximation of the fix-point that incremental summarization
would yield.

Computing the exact sequential depth is as hard as model checking. To avoid
this computation, we use an over-approximation, the reachability recurrence di-
ameter, that is commonly used in bounded model checking (BMC) and can be
computed by means of a SAT solver.

Related Work. Boolean programs have been introduced as a formalism to rep-
resent abstract models generated by SLAM [10]. The success of the SLAM project
motivated many researchers to work on even faster model checking algorithms
for Boolean programs. The formalism is equally expressive as Pushdown systems,
which have been studied long before SLAM was presented: Biichi proved already
in 1964 that the set of reachable states of a pushdown system (represented by
a string rewriting system) can be expressed in terms of a regular language [4].
This result implies that reachability of states of pushdown systems is decidable.
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Sharir and Pnueli introduce summarization as an element of an iterative fix-point
detection based dataflow analysis algorithm for a language slightly more expres-
sive than Boolean programs [5]. Ball and Rajamani’s model checker BEBOP is
based on this work, but uses BDDs to represent states symbolically [I]. Our
QBF-based summarization approach (see Section [3)) is similar to the algorithm
implemented in BEBOP, but uses SAT instead of BDDs. Finkel et al. present
an automata-based saturation algorithm that constructs the regular set repre-
senting the reachable states of a pushdown system [I1]. Esparza presents an
optimized version of Finkel’s algorithm [6], and Schwoon improves this approach
using a BDD-based symbolic representation of pushdown systems [12]. Lal and
Reps present a graph-theoretic approach for model checking (weighted) push-
down systems [I3]. None of the approaches listed above is based on satisfiability
solving techniques.

Recently, several algorithms based on rewriting have been proposed for model
checking pushdown systems: Boujjani and Esparza survey approaches that use
rewriting to solve the reachability problem for sequential as well as for concur-
rent pushdown systems [I4]. Rewriting-based reachability analysis of concurrent
pushdown system is also covered by [15] and [I6]. However, the reachability
problem for concurrent pushdown is undecidable.Various approaches have been
considered to overcome this problem (e.g., [II819] and [15]). We omit a dis-
cussion of this work, since our approach does not target concurrent Boolean
programs.

Leino’s model checker for Boolean programs Di1zzy [20] uses SAT-based sym-
bolic simulation. However, the fix-point detection is still done by computing
BDDs representing the set of reachable states.

Kroening presents a SAT-based model checker called BoPPO for concurrent
pushdown systems without recursive procedures [§]. This work comes closest
to our approach, since BOPPO uses a SAT-solver for symbolic simulation and
a QBF-solver for fix-point detection. Procedure calls can be simulated by dy-
namic threads. However, in the presence of threads, BOPPO computes an over-
approximation of the set of reachable states. Furthermore, BOPPO does not gen-
erate summaries for procedures.

Our approach is different from the model checking algorithms listed above,
since we compute an over-approximation of the summaries of a Boolean program,
instead of computing the least fix-point of this set. Still, our algorithm does not
yield false positives with respect to reachability properties. To compute this
over-approximation, we use Bounded Model Checking (BMC).

BMC was introduced by Biere et al. [2I] as a SAT-based alternative to finite-
state model checking algorithms that use Binary Decision Diagrams (BDDs) [7].
BMC searches for counterexamples of length at most length %, which is increased
iteratively. The approach is complete if k exceeds the completeness threshold
CT [22): If there is no counterexample of length at most C7, then the property
in question cannot be violated at all. The recurrence diameter, which can be
computed using a SAT solver, is an over-approximation of the completeness
threshold for reachability properties of finite-state transition systems [22].
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Contribution and Outline. We present background on Boolean programs and
BMC in Sec. 2l In Section B, we present a SAT-based model checking algorithm
which computes a set of summary edges for each procedure and finds the least
fix-point of these sets using a QBF solver. This work is based on the algorithm
presented in [I]. To the best of our knowledge, our tool is the first one that
implements summarization using SAT and QBF.

In Section @ we introduce the notion of a universal summary, which encodes
the unwinding of all possible execution traces of a procedure up to its reacha-
bility recurrence diameter. We explain how the use of universal summaries can
significantly reduce the number of calls to the QBF solver.

We have implemented these algorithms for model checking Boolean programs
and provide experimental results comparing this implementation to a conven-
tional BDD-based algorithm in Section [B

2 Background

The construction of universal summaries is based on an over-approximation of
what we call the sequential depth of a procedure. We borrow this idea from
Bounded Model Checking.

2.1 Bounded Model Checking

BMC is a method for finding logical errors in finite-state transition systems. It
is widely regarded as a complementary technique to symbolic BDD-based model
checking, and frequently used in the hardware industry; see [23] for a survey of
experiments with BMC conducted in industry.

Definition 1 (Finite-State Transition System). A Finite-State Transition
System M = (S, T, so) is defined by a finite set of states S, a transition relation
T CS xS, and an initial state sg € S.

Given a finite-state transition system M, an LTL property ¢, and a natural
number k, a BMC procedure decides whether there exists a sequence of transi-
tions of M of length & or less that violates ¢. SAT-based BMC is performed by
generating a propositional formula, which is satisfiable if and only if such a path
exists. We write M [z ¢ if all sequences of transitions up to length k satisfy ¢.

In practice, the application of BMC is typically restricted to the refutation of
safety properties, and is conducted in an iterative manner: Starting with a small
initial value of k, k is incremented until either 1) an error is found, or 2) the
problem becomes intractable due to the complexity of solving the corresponding
SAT instance.

Bounded Model Checking is complete iff k reaches a completeness threshold
C7T, which indicates there exists no path in M that violates ¢.

Definition 2 (Completeness Threshold [22]). A completeness threshold of
a transition system M with respect to a property ¢ is any natural number CT
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such that, given that the property ¢ is not violated by any sequence of transitions
of length up to CT, then it cannot be violated at all, i.e.,

Mer ¢ = M ¢ (1)
holds.

Clearly, if M | ¢, then the smallest C7 is 0, and otherwise it is equal to the
length of the shortest counterexample. This implies that finding the smallest
CT is at least as hard as checking M |= ¢. Consequently, we concentrate on
computing an over-approximation of the smallest C7 .

The Reachability Diameter of a finite-state transition system M is a com-
pleteness threshold for reachability properties of the form Gp:

Definition 3 (Reachability Diameter [22]). Given a finite-state transition
system M, the Reachability Diameter rd(M) of a M is the minimal number of
steps required for reaching all reachable states.

The Reachability Diameter corresponds to our notion of the sequential depth.

Definition 4 (Reachability Recurrence Diameter [22]). The Reachabil-
ity Recurrence Diameter with respect to a finite state transition system M =
(S, T, so) is the longest loop-free path in M starting from the initial state so:

i1 -1 i
rrd(M) = maz{i|3s1 ... ;. /\ T(sj,841) N /\ /\ sj # Sk} (2)

j=0 §=0 k=j+1

The Reachability Diameter and the Reachability Recurrence Diameter are only
defined for transition systems with a finite state space. However, Boolean pro-
grams do not adhere to this restriction, since they contain procedures with call-
by-value parameter passing and recursion.

2.2 Semantics of Boolean Programs

We define Boolean programs and their semantics in terms of the control-flow
graph of a program. A Boolean program consists of a set of procedures, each of
which is represented by its control flow graph (CFG).

As usual, a control flow graph is a directed graph with nodes corresponding
to program locations. Without loss of generality, we assume that each procedure
has exactly one entry node n; and one exit node n..

In accordance to [I], a state comprises of the program counter n (which is
a node in the CFG) and the valuation {2 of the variables in scope. Unlike the
conventional notion of a program state, a state in a Boolean program does not
contain the content of the call stack.

Each edge (n1,n2) of the CFG corresponds to a transition (n1, £21) — (na, £22)
that relates the values {21 of the variables in scope before the transition to those
(£22) after the transition.

We use the following notation to describe transition functions:
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— £2(e) denotes the evaluation of the expression e according to the valuation {2
of the variables in e. Expressions and their evaluation are defined the usual
way.

— We refer to the state before the execution of a transition function as current
state, and to the state afterwards as next state. We use primed versions of
the variables to distinguish variables that refer to the next state from the
variables in the current state. We allow expressions to range over variables in
two different states (n1, 21) and (na, £22). (£21, {22)(e) denotes the evaluation
of such an expression e.

— Expressions may also contain non-deterministic choice. While non-determin-
istic values are traditionally represented by “x”, we use a set of non-deter-
ministic choice variables ¢y, ... ¢, instead. We use £ to denote a valuation to
these variables, and we use [e]¢ to denote the evaluation of the expression e
under the mapping &.

In the given setting, only the topmost element of the stack has an immediate
impact on the execution of a transition. Therefore, the outcome of a call to a
procedure is exclusively determined by the values of the global variables and the
actual parameters at the call site. Consequently, each actual call to a procedure
pr can be summarized by a pair of states (n;, £2;), (no, £2,), where n; denotes the
entry node of the control flow graph of pr, and n, denotes the corresponding
exit node. We use X (pr) to denote the set of these pairs for a procedure pr.
Furthermore, we assume in this section that X' (pr) contains the entries for all
reachable call contexts. Clearly, X (pr) is finite for Boolean programs.

For a given entry state, the corresponding exit stated] are determined by the
transition functions of the control flow graph of pr. The transition functions are
in turn determined by the statements corresponding to the nodes of the control
flow graph. We distinguish the following statements:

— The skip statement does not modify the variables, but increments the pro-
gram counter by one.

— The goto /4,...,4,, statement non-deterministically changes the program
counter to one of the program locations /1,...,/¢,, provided as argument.
The valuation of the variables does not change.

— The assume e statement increases the program counter by one iff the condi-
tion e evaluates to true in the current state. Otherwise, the assume state-
ment has no successor states, i.e., the program terminates.

— The constrained assignment statement x1,...,T; = €1,...,€; constrain e
assigns the values of the expressions eq,..., e, to the variables x1, ..., k.
The expressions are evaluated in the current state and may contain a non-
deterministic choice variables. The constraint e is a predicate that ranges
over the variables of the current and the next state. It is evaluated in both
states, and the statement has no successor state if ¢ does not hold.

— The return statement corresponds to the exit node of the control flow graph
of pr. Whenever it is reached, the current state determines the exit valuation

! The use of non-determinism may result in more than one exit valuation.
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of the corresponding summary. We assume without loss of generality that all
return values are passed to the caller via global variables, i.e., return has no
parameters. Therefore, the variables are not modified. The program counter
of the successor statement is determined by the caller of the corresponding
procedure pr.

— The call pr(ey,...,e;) modifies the global variables according to an appli-
cable summary (n;, £2;), (ne, 2,) in X(pr). A summary is applicable if a) £2;
agrees with the current state on the global variables, and b) the evaluation of
e1, ..., e, matches the corresponding actual parameters in (2;. (The calling
context determines the entry valuation of a summary.)

Then, the call to pr(ey,...,e,) modifies the global variables according
to §2,. If more than one summary is applicable, one summary is chosen non-
deterministically (analogously to the goto statement).

In the case that an applicable summary exists, the call sets the program
counter to the statement that succeeds the call. Otherwise, the statement
succeeding the call is never reached.

The statements skip, assume, the constrained assignment, and procedure
calls have a single successor node in the control flow graph (according to the
structure of the program). The return statement has no successor in the control
flow graph, since the program location that succeeds a return statement cannot
be determined statically. Goto statements may have more than one successor.
Conditional statements like if-then-else or while loops can be modeled using
a combination of the goto and assume statements.

The recursive nature with respect to X (pr) of the definition of the semantics
indicates that the set of summaries X'(pr) of a Boolean program can be obtained
by means of a fix-point computation. Several algorithms that compute the least
fix-point of the set X'(pr) in order to determine the set of reachable states have
been proposed [TITTIT2].

We present a QBF-based algorithm to compute the least fix-point for X'(pr)
in the following section, and propose to use a SAT-based over-approximation of
this fix-point in Section HEl

3 Summarization Using QBF

In this section we describe how we compute the least fix-point of X' (pr) using
forward symbolic execution and QBF-based fix-point detection.

The valuation of a symbolic state is represented in terms of a Boolean for-
mula over non-deterministic choice variables ¢q, ..., x, i.e., we use a parametric
representation. Boolean formulas are defined the usual way.

Let N be the set of nodes in a CFG of a Boolean program, let V be the
variables of that program.

Definition 5 (Symbolic State). A symbolic state is a triple (n,~,w), where
n € N identifies the node in the CFG and is represented explicitly, and v is a
Boolean formula over the non-deterministic choice variables and represents the
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Table 1. Conditions on the symbolic transitions (ni,vi,wi) — (n2,72,ws2) for the
statements skip, goto, assume, and the constrained assignment

Instruction Y2 w2
skip Y2 =" w2 = w1
return Y2 =71 w2 = w1
goto l1,... 4 Y2 =" w2 = w1
assume € Y2 = (11 Awile)) w2 = w1
L1y..., Lk ‘= €1,...,€L

constrain e 72 = (A (Wi, w2)(e)) we = (wilzr/wi(en)] ... [ar/wier)])

guard of the state. The component w maps the variables V to formulas over
L1,...,Lk, representing a set of valuations for the variables in the symbolic state.

Each symbolic state (n,7,w) represents the set of explicit states
{(n, 2)|3.7]e AVv € V.R2(v) = [w(v)]e}

where w(e) denotes the evaluation of the expression e according to the mapping w
(analogously to £2(e) in Section[2]). The symbolic state (¢19, (¢1Viz), {a — t1,b+—
(—t1 Ata)}), for instance, represents the explicit states (€19, {a +— 0,b+— 1}) and
(l10,{a — 1,b — 0}). The valuation (i1,t2) = (0,0) is ruled out by the guard,
and the valuations (t1,t2) = (1,0) and (t1,t2) = (1,1) yield the same explicit
state. An unsatisfiable guard indicates that there is no concrete state represented
by (n,v,w) [B].

Before we proceed to introduce our symbolic representation of summaries, we
define the transition conditions for the statements skip, goto, assume, and the
constrained assignment. In Table [Tl we write w|x/e] for the mapping that maps
x to the formula e, while it agrees with the mapping w on all other variables.
We use 71 and w; to refer to the components v and w of the current state,
and 79 and ws to refer to the next state. The program locations are omitted,
since they change according to the rules presented in Section[2l The conditions in
Table[Mare equivalent to those presented in [§] (except for the return statement).
According to this table, the components v and w are modified as follows:

— In case of a skip, return, or goto statement, v as well as w do not change.

— Conditions contributed by assume statements are instantiated according to
wy and conjoined with the guard ;. The symbolic execution terminates if
~2 is unsatisfiable.

— A constrained assignment updates the mapping ws accordingly. If a con-
straining condition is present, it is instantiated using w; and ws, and con-
joined with ;.

An actual symbolic transition can be characterized by a pair of symbolic states
(n1,71,w1), (N2, y2,ws2). The first state represents the concrete set of states before
the transition, and the second the corresponding concrete states afterwards. By
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construction (see Table[Il), the components 1, v, w1, and wa share sub-formulas.
Therefore, given one of the concrete states (ny, £21) € (n1,y1,w1), we can obtain
the states that are reachable from (n, {21) via this transition by constraining
the state (na,7ya,wa):

(n2, (72 AN wiv) = 91(“)) ; wa) 3)

veV

Continuing our example, we construct the symbolic successor for the state
(l10, (11 V t2),{a+ t1,b— (—11 A 12)}) and the following statement:

a:= —a constrain (=bV a’)

According to Table[Il we obtain wy = {a — —w1,b— (-1 At2)} and 2 = (11 V
t2) A (1 VeV =er) = (11 Vie). We compute the successor states for the concrete
state (€19,{a — 0,b — 1}) by adding the constraint ¢; = 0 A (—e1 Awg) =1
to 72, ruling out the successor state (¢11,{a — 0,b — 1}) and leaving us with
(tir,{a—1,b— 0}).

If we constrain the transition (ni,v1,wi), (ne,v2,ws) with a symbolic state
(n1,70,wo) (analogously to Equation []), we obtain a symbolic state that repre-
sents the set of states reachable from (nq,~p,wo) via this transition:

(n2, <72 Ao A J\ wiv) = wo(”)) sw2) (4)

veV

In @), we assume that the non-deterministic choice variables in (n1,vo,wo)
differ from those in (n1,7v1,w1) and (ng,y2,ws). This can always be achieved by
renaming.

The representation of transitions by means of two symbolic states is not re-
stricted to single transitions, but can be extended to sequences of transitions in
the natural way. This representation enables the summarization of compound
transitions, and is similar to the concept of path edges [I].

Definition 6 (Path edges and summary edges). A pair of symbolic states
(i Yiswi)y (Mo, Yo, Wo) is a path edge of procedure pr iff all of the following hold:

— n; 1is the entry node of pr.

— (ni,vi,w;) is reachable from an initial state of the Boolean program.

— (Mo, Yo, Wo) 18 Teachable from (n;,~v;,w;) by a sequence of statements that
does not contain the return statement of pr (unless n, happens to be the
corresponding exit node).

A summary edge of pr is a path edge (n;,vi,wi), (No, Yo, wo), for which n; cor-
responds to the entry node, and n, corresponds to the exilt node of pr.

Using Definition 6 and Equation @ we can give a symbolic transition function
for the procedure call statement. Assume that we encounter a procedure call
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pr(ei,...,ex) and the current state is (ng,ve,we). Let X(pr) be the set of
symbolic summaries for the procedure pr. We use g1, . . ., g, to denote the global
variables of the Boolean program, l;,...,[; to denote the local variables of the
calling context, and f1, ..., fr to denote the formal parameters of the procedure
pr.

A summary edge (n;, v, w:), (No, Yo, wo) € Xs(pr) is applicable to the calling
context (ne, Ye,we) iff

1. for all reachable valuations of g1, ..., gm, €1, .., €k in (N, Ve, we) there exists
a matching valuation to g1,..., gm, f1,.-., fx In (N, v, w;), and

2. 7, is still satisfiable when the global and formal variables are restricted to
the global variables and parameter expressions of v, and w, according to
Equation [l

The universal quantification in the first condition requires us to use a QBF
instance to decide applicability:

Ve [Vele. = 3o /\ [wi(gs)le, = [we(gs)]e. A
se{l..m}

/\ [wi(f)le, = [wele]e. A [vole,

te{l..k}

®)

Again, we assume that the non-deterministic choice variables in (ng,ve, we)
are disjoint from those in the summary edge.

Assuming that (&) holds, we can restrict the symbolic state (n,, Yo, w,) to
the states reachable from the calling context (n.,7.,w.) analogously to (). By
applying the summary, we obtain a new symbolic state (n,,~,,w,) (the state
after the return statement) with

Yr = Yo A Ve A /\ wi(gs) = we(gs) A /\ w;(fi) = weler) (6)

se{l..m} te{l..k}

and

wr(g1) = wo(91), -+ s Wr(gm) = Wo(gm), wr(l1) = we(l1), ... vwr(lj) = WC(lj) (7)

Now consider the case that (@) does not hold, i.e., Xs(pr) contains no ap-
plicable summary. In that case, a new summary edge must to be computed for
the calling context (n.,~.,w.). For this purpose, we construct a new symbolic
state (n;,v;,w;) which agrees with (n.,~.,w.) on the global variables, and as-
sign eq, ..., e to the formal parameters (using same transition function as the
assignment statement). The symbolic state (n;, v;,w;) serves as entry node for a
new path edge, and may eventually yield a new summary edge.

Fix-point Detection. In order to determine the least fix-point of X (pr), our
reachability checking performs symbolic simulation of a Boolean program. The
algorithm maintains a set P of path edges and summary edges Y (pr) that
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: procedure INSERT(7)
if 7 Z P then
insert 7 into P
insert 7 into W
end if
end procedure

: Initialize P to 0;
: for all pr do Initialize X (pr) to 0;
end for
W = {(no, true,wx), (no, true,w.)}; > (no, true, w,) is initial state
W =0
while W # () do
remove T = (N, Vi, Wi), (Mo, Yo, Wo) from W

if statement of n, is skip, assume, or assignment then
' :=TRANS(,n,);
INSERT(7');
else if statement of n, is goto ¢1,...,¢; then
ey .., Mg, :=TRANS(T, no); > split path edge
for all ¢t € {1..k} do
INSERT(7r¢, );
end for

else if statement of n, is call pr(es,...,e;) then
for all opr € Y(pr) do
if APPLICABLE(T,0pr) then
7' :=APPLY (T, Opr);
INSERT(7');
end if
end for
if {opr € X(pr) | APPLICABLE(T, 0pr)} = () then
construct entry state (n;,~;,w;) for pr;
7= {{ni, vi, wi), (na, yis wi) b
INSERT(7');
insert 7 into W’ > postpone expansion
end if

else if statement of n, is return then
if # Z Xs(pr of n;) then
o =T > encountered new summary edge

insert o into Xs(pr);
for all 7, € W’ s.t. APPLICABLE(7., o) do
7' :=APPLY(7¢, 0); > perform postponed expansion
INSERT(7');
end for
end if
end if

end while

Fig. 1. The SAT based model checking algorithm

141
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have been constructed so far. Our algorithm is similar to the BDD-based model
checking algorithm presented in [I]. However, unlike a BDD-based representation
of path edges, our representation is not canonical. The price we pay for being
able to apply transition functions efficiently is that we need to solve a QBF
instance in order to determine whether a path edge is already an element of P.

Let V be the variables of the procedure pr. Given two path edges (n;, vi1, wi1),
Moy Yo1,Wo1) and (ng, Yiz,wiz), (No, Vo2, Woz), the latter is at least as general as
the former iff

V&1 [Yoile, = F2- [Yo2le, A

A i@, = i@, Ao (0)]e = We(@)le,  ©)

veV

where & refers to the non-deterministic choice variables of the first path edge,
and & to those of the second. Equation B holds iff the set of pairs of concrete
states represented by the first path edge is a subset of the corresponding set
represented by the second. In that case, a further expansion of the path edge
(niyYi1, wi1)s (Mo, Vo1, wWo1) does not yield any states that are not discovered by
expanding the more general path edge.

The pseudo code of our QBF-based algorithm is presented in Figure [ It
resembles the model checking algorithm presented in [I], but uses SAT and QBF
instead of BDDs. In line [0, we use w, to indicate that the state is initialized
non-deterministically.

We use APPLICABLE(7, o) to denote the condition in Equation B where © =
(Ne, Ve, We), (e, Ve, we) 18 a path edge that provides the calling context, and o is a
summary edge. Furthermore, APPLY (7, o) denotes the path edge that we obtain
by applying the summary according to equations (@) and (7). The condition in
Equation [§] is expressed by 7 C 7o and holds if the path edge 71 is subsumed
by . Finally, we use TRANS(7, n) to denote the application of the transition
function of a node n as listed in Table [I1

The algorithm maintains a work-list W in which all path-edges that are cur-
rently explored are stored. Each path edge of this work-list is expanded according
to the transition functions described above, until either the guard becomes un-
satisfiable or the resulting path edge is already in P. For convenience, we define
a procedure insert(rw), which we use to insert a path edge into the work-list,
unless it is already contained in P.

In line[T4] the transition functions presented in Table[I] are applied. Whenever
the algorithm encounters a goto statement, the current path edge is split (see
line [I7T).

Procedure calls are handled in line Matching summary edges are applied
immediately. However, if there is no applicable summary edge, we construct an
entry state for the called procedure and add a corresponding path edge to the
work-list WW. Furthermore, we store the current path edge ¢ in W, which is
examined whenever we add a new summary to X(pr). Thus, we guarantee that
any summary of pr that is eventually generated is applied to also o (see line[39).
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Path merging. Splitting the path edge in line [[17 of our algorithm in Fig-
ure [I] may lead to an explosion of the of the number of path edges. Therefore,
we merge path edges in our work-list W whenever possible. Two path edges
(i, Y1, wit), (Mot Vo1, Wo1) and (42, iz, wiz), (o2, Vo2, Wo2) can be merged if
(ni1,mo1) and (n;a,neya) coincide. In that case, we construct a new path edge
(i1, Yi, wi), (nol, e, wo) such following conditions hold for v; and w;:

= 7= (v A Nyey wi(v) = win(v)) V (2 Aoy wiv) = wiz(v))
— forallv € V, w;(v) = w1 (v) V wia(v)

Analogously, we construct similar conditions for 7, and w, and name the proce-
dure that merges a set of path edges IT MERGE(IT). We deploy a heuristic that
postpones the application of certain transitions (e.g. at join nodes in the CFG)
in order to increase the number of path edges in W that can be merged. A sim-
ilar approach is used by the model checker Dizzy [20], but not in combination
with summarization.

4 Universal Summaries

Solving the QBF instances is the primary performance bottleneck of the algo-
rithm presented in the previous section. The majority of the QBF instances is
generated by the fix-point detection algorithm (see Equation §]). These QBF in-
stances cannot be avoided if we want to compute the least fix-point of X, (pr).
However, if we settle for an over-approximation of this fix-point, we can reduce
the number of calls to the QBF solver significantly.

The set of path edges consisting of all sequences of transitions of a proce-
dure pr up to its reachability recurrence diameter (see Def. []) is such an over-
approximation. The definition of the reachability recurrence diameter requires
adaption to be applicable to procedures of Boolean programs:

— The reachability recurrence diameter is only defined for finite state system
and therefore not applicable to recursive procedure calls.

— The transition function 7" in Definition [l is a compound, synchronous tran-
sition function that modifies all state variables in each step. A Boolean pro-
gram is a disjunctive partitioning of local transitions, and the advantage of
locality is lost if we treat it as a compound transition function.

We address these issues as follows:

— We replace the procedure calls in pr by a non-deterministic assignment to
all global variables that are potentially changed by the callee. The set of
these variables can be obtained by static analysis. The resulting procedure
pr* is an over-approximation of the behavior of pr.

— We still split the path edges, but perform aggressive merging, i.e., we merge
at every join node in the CFG. Thus, instead of unwinding the entire com-
pound transition function, each cycle in the CFG is unwound separately. This
corresponds to the loop unrolling algorithm used in the CBMC tool [24].
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1: procedure UNROLL(pr)

2 W = {{n;, true,w.), (n;, true,w«)}; > (n;, true,w,) is initial state
3 for all nodes n € CFG(pr) do

4: P(n) = 0;

5: end for

6: assign priorities no nodes: the closer to a return statement, the lower;
7 while W # 0 do

8: choose n, with highest priority s.t. I(n;, vi, ws), (No, Yo, wo) € W;
9: W' i= {(ni, i, wi), (0, Yo, wo) €W | G = nolk;

10: W= WA\ W'

11: 7’ := MERGE(W');

12: EXPAND(7’, 10 ); > expands 7’ and adds result to W
13: end while

14: assert (statement of n, is return);

15: return 7’;

16: end procedure

Fig. 2. Expanding and merging path edges at every join node

The algorithm in Figure [ performs aggressive merging by making sure that
no path edge can proceed beyond a join node unless all other path edges in the
work list have “caught up”. We achieve this by assigning a priority to each node
in the control flow graph. The priority depends on the distance to the exit node:
Nodes closer to the return statement have a lower priority, and the exit node
itself has the lowest priority.

Note that this algorithm fails to proceed beyond a join node of a cycle of
the CFG if the procedure EXPAND (see call in line[[Z) perpetually generates new
path edges for this cycle. We prevent this by restricting the path edges generated
by EXPAND to the reachability recurrence diameter of pr:

Definition 7 (Reachability Recurrence Diameter of procedure). The
reachability recurrence diameter rrd(pr) of a Boolean procedure pr is the longest
sequence of concrete transitions in pr¥ such that no state (n, 2) of the procedure
1s visited twice.

Given a set of symbolic path edges (n;,7i,wi), (o, Yo,j, Wo,j), j € {1..n} for a
node n, in procedure pr*, we can construct a formula (similar to Equation [2])
that is satisfiable iff there are n distinct states such that each path edge repre-
sents one of them:

n—1 n
3. /\ /\ Yo, N Yo,k N \/ Wo,j (V) # Wo,k (V) 9)
7=0 k=75+1 veV

3

If we keep a record of all path edges that reach a node n (using a set P(n)),
we can use Equation [ to check whether there still exists a sequence of concrete
transitions that visits no state at n twice. We use RECURRING(P(n)) to denote
Equation
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1: procedure INSERT(7)

2 if “RECURRING(P(n,) U {n}) then

3 P(no) :== Pno)U{r};

4: W:=Wu{r};

5: end if

6: end procedure

7: procedure EXPAND(7,no)

8 if statement of n, is skip, assume, or assignment then

9: 7' :=TRANS(m,n,);

10: INSERT(7');

11: else if statement of n, is goto ¢1,...,/; then

12: Ty y ., Mo, = TRANS(T,n0);

13: for all ¢ € {{1,...4:} do

14: INSERT(7¢);

15: end for

16: else if statement of n, is a call pr’(ei,...,ex) then
17: let G C {g1,...,9m} be globals changed in pr’;
18: ' = 7 with G assigned non-deterministically;
19: INSERT(7');

20: end if

21: end procedure

Fig. 3. Unrolling transitions of a Boolean procedure until states repeat

The pseudo-code for the procedure EXPAND is presented in Figure Bl The
algorithm checks at each program location whether the reachability recurrence
diameter is exceeded. The path edge of the current step is added to P(n) unless
RECURRING (P U {r}) holds (we implicitly assume that path edges with unsatis-
fiable guards are dropped, too).

Whenever the algorithm encounters a procedure call pr’(...), it replaces the
transition by a non-deterministic assignment to the globals that are potentially
changed by pr’ (see line [[8)). Finally, we return the entirely merged path edge ™
that reaches the exit node of the CFG.

Again, we use (n;,true,w,) to denote the non-deterministically initialized
state (see line[@in Figurel), i.e., we do not restrict the calling context. Therefore,
our algorithm generates a path edge that contains all sequences of transitions
that do not visit a state twice for an arbitrary calling context.

We use this observation to justify our initial claim: The path edge 7 obtained
by computing UNROLL(pr) over-approximates Xs(pr). We call this 7 a universal
summary.

Definition 8 (Universal summary). The universal summary X, (pr) of a
procedure pr is the path edge that we obtain by merging the path edges of all
sequences of transitions (the initial state being an unconstrained calling con-
text) of pr* up to the reachability recurrence diameter of pr*, i.e., X, (pr) :=
UNROLL(pr) ).
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Table 2. Comparison of performance of BEBOP, QBF-based summarization, and uni-
versal summaries (timout: > 2h)

Benchmark #vars BEBOP (QBF-summaries univ. summ. violation
SLAM adddevice 434  4m37.4s 0m0.6s Om1.8s yes
SLAM nulldevice 434  4m34.0s 0m8.6s Om1.4s yes
SLAM pendedcompletedreq 86  0m30.9s timeout 0m13.5s yes
SLAM targetrelationneedsref 37  OmO0.4s 0mo0.5s 0m2.74s no
SLAM markirppending 11 0m0.4s 0m3.0s Om18.5s no
SLAM wmiforward 15 O0mO0.7s 0m2.0s Om15.3s no
TERMINATOR 1 74 timeout 1mb5.9s 1mb5.9s yes
TERMINATOR 2 60 88m22.6s timeout timeout yes

The universal summary of pr does not only over-approximate X (pr), but also
the set of feasible transition sequences. These spurious execution traces are elim-
inated when X, (pr) is applied at all call sites of pr according to equations (@)
and ().

However, in case of a cyclic dependency between procedures (i.e., in case
of recursion or mutual recursion) the universal summaries cannot be applied.
Therefore, we compute the universal summaries of all non-recursive procedures
of a Boolean program, and use the algorithm in Figure[Ilto handle the remaining
recursive procedure calls.

5 Benchmarks

We used StaM [I0] and TERMINATOR [25] to generate eight Boolean programs
from Windows device drivers. We compare the performance of our implementa-
tion on these examples to the model checker BEBOP, which is part of Microsoft
Research’s SLAM/SDV toolkit [I0] (see Table ). In addition, we compare the
effect of summarization with universal summaries and entirely QBF-based sum-
marization. The column labeled “violation” indicates whether the reachability
property we are checking for can be violated or not.

The algorithm that uses universal summaries deploys a heuristic that switches
back to QBF-summaries for procedures with universal summaries that are larger
than a certain threshold. This typically happens if the procedure contains a lot
of non-deterministic assignments.

The benchmarks are incoherent, and we have yet to investigate why this is
the case. In some situations (like the adddevice benchmark with 434 variables),
our implementation is significantly faster than BEBOP. However, this cannot be
generalized. Furthermore, in some cases it turns out to be disadvantageous to
use universal summaries (see, for instance, the markirppending benchmark).
The QBF-instances resulting from the combination of universal summaries and
QBF-based summarization may become too large for the solver Sk1zzo [26]. In
the TERMINATOR 2 benchmark, this also happens without universal summaries.
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We have a large number of small regression tests that indicate that BDD-based
implementations are still faster for Boolean programs with a small number of
variables. However, the reason for this may be that we did not profile and opti-
mize our implementation, yet. We intend to make an updated set of benchmarks
available as soon as we are able to explain the performance problems on small
examples.

6 Conclusion

We present a SAT based model checking algorithm for Boolean programs that
uses a QBF solver to compute the least fix-point of the set of summary edges
of a procedure. Furthermore, we introduce the concept of universal summaries,
an over-approximation of the summary edges our initial algorithm computes.
By using universal summaries, we reduce the number of calls to the QBF solver
significantly.

Our preliminary benchmarks do not allow us to conclude that our approach is
in general superior to BDD based model checking. However, some of the results
are very promising and indicate that it is worthwhile to further pursue the idea.

Acknowledgements. We would like to thank Vijay D’Silva, Angelo Brillout,
and our anonymous reviewers for their valuable comments on this paper.
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