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Abstract—Deep neural networks (DNNs) have been deployed
in a wide range of applications. We introduce a DNN testing
and debugging tool, called DeepConcolic, which is able to detect
errors with sufficient rigour so as to be applicable to the testing
of DNNs in safety-related applications. DeepConcolic is the first
tool that implements a concolic testing technique for DNNs, and
the first testing tool that provides users with the functionality
of investigating particular parts of a DNN. The tool has been
made publicly available and a demo video can be found at https:
/lyoutu.be/rliynbhoNLM.

I. INTRODUCTION

The wide-scale deployment of deep neural networks (DNNs)
in safety-critical applications such as self-driving cars, health-
care and UAVs, increases the demand for tools that can
test, validate, and ultimately certify software that implements
DNNs [1]. Testing has been the primary approach for providing
assurance evidence to support safety arguments, and enables
certification of safety-critical software systems. Owing to their
complexity, DNNs are frequently considered black boxes, as it
is difficult to understand their behaviour by means of inspection.
White-box methods, by contrast, exploit the structure of a
program to gather assurance evidence. The application of
white-box testing in a way that supports arguments about
the behaviour of a system is challenging.

We consider structural coverage metrics, which are a popular
exemplar of white-box testing. For instance, a test suite
with 100% statement coverage exercises all statements of
a program at least once. While structural coverage has no
guarantee for correct functionality, it is frequently used as
a proxy metric for the exhaustiveness of a test suite [2].
Structural coverage metrics such as modified condition/decision
coverage (MC/DC) [3] are used as a means of assessing the
exhaustiveness of a test suite in a number of high-tier safety
standards in a wide range of application domains, including
avionics [4]. Structural coverage criteria have been developed
to examine DNNs [5], [6], and to guide the generation of
test suites to support an equivalent form of testing for DNNs.
Whilst structural coverage in DNNs is not a direct reflection of
behavioural confidence, the proposed techniques may provide a
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means of understanding, when combined with other techniques,
the adequacy of the testing regime.

In this paper, we introduce DeepConcolic, a tool for testing
and debugging DNNss. Its test generation is guided by coverage
criteria that have been adapted from statement coverage
and MC/DC; it adopts a concolic analysis that examines
different behaviours of DNNs, and is able to isolate potentially
problematic components in the DNN. Concolic testing [6]
is a hybrid approach for testing software and it has recently
been extended to DNNs. More specifically, the testing process
repeatedly switches between concrete execution of a DNN
and its symbolic encoding to find inputs that trigger specified
behaviours.

The tool can be useful for not only DNN test engineers,
who can run coverage-based testing, but also DNN developers,
who need to analyse the internal structure of DNNs.

A. DNNs

Formally, a (feedforward and deep) neural network [7], or
DNN, is a tuple AL = (L, T,®), where L= {L; | k€ {1..K}} is
a set of layers, 7 C L x L is a set of connections between layers
and ® = {0y | k € {2..K}} is a set of non-linear activation
functions, one for each non-input layer. Each layer L; consists
of s; neurons.

A layer in the DNN can be a dense (fully-connected)
layer, convolutional layer, flatten layer or max-pooling layer,
with activation functions being, for example, Rectified Linear
Unit (ReLU), softmax, etc. Particularly, every neuron in the
convolutional layer belongs to a so-called feature map that
is defined by the kernel operation. For any input, the DNN
assigns a label that is denoted as N\ (x).label.

B. Safety in DNNs

Notably, adversarial examples [8], whereby two close
enough inputs cause contradictory decisions, are one of the most
prominent safety concerns to date for DNNs. Given an input x|
that is correctly labeled by a DNN 4/, another input x; is said
to be an adversarial example, if x| and x; are close enough such
that ||x; —x2||, <€ and A(x1).label # N (x2).label, where p
denotes the L”-norm distance metric and € is sufficiently small.
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Fig. 1: The DeepConcolic tool

A number of algorithms have been proposed to find ad-
versarial examples. However, such attack methods are not
able to quantify the adequacy level (or the stop condition)
for testing a DNN. This fact motivates the coverage criteria
recently developed for DNNs.

Several structural coverage criteria have been designed for
DNN:ss, including neuron coverage [9] and its extensions [10],
and the MC/DC variants for DNNs [5]. Such coverage criteria
aim to define test conditions that are more likely to capture
adversarial behaviours in a DNN. Neuron coverage asks that,
for every neuron in the network, there must exist at least one
input that makes its activation value larger than some threshold;
the criteria in [10] generalise the neuron coverage from a single
neuron to a set of neurons. The MC/DC variants for DNNs
capture the fact that a (decision) feature (a set of neurons) in a
layer is directly decided by its connected (condition) features
in the previous layer, and thus requires test conditions such
that every condition feature must be shown regardless of its
effect on the decision feature.

II. THE DEEPCONCOLIC TOOL

The overall architecture of the DeepConcolic tool is shown
in Figure 1. In principle, given a DNN model and a coverage
criterion, DeepConcolic generates a test suite and returns the
coverage result. In order to generate meaningful test cases for
the DNN, some input test data is also supplied as a reference
for finding suitable nearby test cases.

Specifically, the tool has the following features.

a) Test criterion: DeepConcolic is a coverage-guided
testing tool and it currently supports neuron coverage and the
MC/DC variants for DNNs.

b) Preprocessing: The preprocessing module formats
the input data and configures the back-end testing engine,
i.e., the concolic engine and the gradient ascent (GA) search
engine that generate test cases. Particularly, a test_objectt
class is defined to encode the formatted inputs and command
line configurations for running DeepConcolic. Meanwhile,
the covering_layert class encapsulates each DNN layer to be
covered and implements the data structures needed for the
coverage criteria.
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c¢) Concolic engine: The concolic engine is one of our
two test case generation engines. It implements the algorithms
in [6]. Concolic testing combines the execution of concrete
inputs and a symbolic analysis technique to efficiently meet test
conditions from the specified coverage criterion. There are two
symbolic techniques that users can choose from: (1) the linear
programming (LP) approach optimises using L™-norm that is
the maximum change between every dimension of two inputs;
and (2) the global optimisation approach applies to L%-norm
using pixel-wise manipulation (of input images). More details
are provided in [6].

d) GA search engine: We also integrate the adaptive GA
search algorithm in [5] for test case generation. Gradient-based
search algorithms have been shown to be effective for DNN
testing in several other recent works [9], [11], [10].

e) Test suite: The test suite generated from DeepConcolic
consists of a set of input pairs combined with the distance
between them.

f) Oracle: The oracle follows the definition of adversarial
examples in Section I-B, according to which adversarial
examples are picked up from the test suite. This is achieved by
specifying how distant a correctly classified input may deviate
before being classified differently.

g) Coverage report: The report includes the level of
coverage reached for the specified criterion, together with the
number of test cases generated at each step, the number of
adversarial examples, the distance for each adversarial example,
and some traceability information, etc.

h) Others: As a white-box testing tool, one aim of
DeepConcolic is to help developers understand and diagnose
the internal structure of a DNN. A handy command line option
for DeepConcolic enables the specification of a particular layer,
or a subset of neurons, upon which to test. Besides the coverage
report, DeepConcolic also returns quantitative statistics for the
robustness of the network to adversarial examples. Note that
such statistics would need to be analysed in the context of
the target application, and its acceptability needs to be argued
within a safety argument.

In summary, we see the following advantages for using
DeepConcolic. It generates test cases and adversarial examples
for DNNs following the specified test conditions. Developers
can use the test results to compare different DNN models, and
the adversarial examples can be used to improve and re-train
the DNN or develop an adversarial example mitigation strategy.
Moreover, a major safety challenge for the use of DNNs is due
to the lack of understanding about how a decision is made by
a DNN. The DeepConcolic tool is able to test each particular
component of a DNN, and this aids human analysis of the
internal structures of a DNN. By understanding these structures,
we improve the confidence in DNNs; this is different from
providing guarantees, just as testing conventional software does
not provide guarantees.

DeepConcolic is implemented in Python and is open source.
It is publicly available on GitHub!. The only other public DNN

Uhttps://github.com/TrustAl/DeepConcolic
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structural coverage guided testing tool is DeepXplore from [9]
that is dedicated to neuron coverage. A preliminary comparison
between DeepConcolic and DeepXplore can be found in [6].

A. Example usage

The DeepConcolic tool supplies the users with a list of
command line options. Here we explain its usage through
examples. For example, the following command

python deepconcolic.py --model cifar10.h5 --cifarl0-data
--outputs outs --layer-index 3 --feature-index 0

--criterion ssc --cond-ratio 0.1

calls DeepConcolic to test a DNN model that is trained on the
CIFAR-10 dataset, with the flag --cifar10-data to automati-
cally load the input data. Subsequently, all testing results will be
deposited into a specified directory outs. The --layer-index and
--feature-index set up the layer index and feature map index to
test, respectively. The options --criterion ssc --cond-ratio 0.1
configure the MC/DC variants for DNNs.

The following command runs DeepConcolic on a pre-trained
VGG16 model. The input data is stored in a directory named
inputs. The option --top-classes 5 means the top-5 accuracy
will be considered for the model and --labels labels.txt
specifies the labels for the input data.

python deepconcolic.py --vggl6 --data inputs
--outputs outs --criterion ssc --cond-ratio 0.1

--top-classes 5 --labels labels.txt

III. EXPERIMENTS

In this section, we demonstrate the utility of DeepConcolic
by applying it to a DNN of moderate size that is trained using
the CIFAR-10 dataset, which contains 60,000 32x32 color
images in 10 different classes (e.g., automobile). Experiments
are conducted on a mobile workstation with 2.90GHz Intel
Core i7, 16GB memory and NVIDIA Quadro M1200.

In the experiment, we test two individual convolutional
layers (layer 2 and layer 7), by running DeepConcolic for ten
feature maps of each selected layer, and then check neuron
coverage and MC/DC for DNNs. For each feature map, the
DeepConcolic tool was forced to stop if it did not terminate in
12 hours. Overall, MC/DC requires several hundred thousand
test cases and this is in contrast to neuron coverage that only
needs a few thousand test cases.

In Figure 2, we give the coverage results with respect to
the feature maps. That is, each time DeepConcolic is applied
to generate tests for test conditions w.r.t a particular feature
map. It seems that feature maps in the later layer are more
difficult to cover, and exhibit a higher standard variation in the
coverage results. This is likely to be solved by running the
tool multiple times.

Figure 3 reports the percentage of adversarial examples in
the test cases generated. Test conditions defined by the MC/DC
variants for DNNs demonstrate the strength in capturing the
adversarial examples and the ability to find a much higher
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level of adversarial examples than neuron coverage. Still, it is
interesting to see that, in the case of neuron coverage, more
adversarial examples are detected in the deeper layer; this may
indicate that neuron activation in later layers has a stronger
impact on adversarial behaviour.

Figure 4 exhibits several adversarial examples detected. We
also plot the distribution of total adversarial examples from
MC/DC for DNNs in Figure 5, which shows that they detect
smaller input perturbations in the deeper layer. In a DNN, later
layers can be seen as refinements of earlier layer activity, and
the test conditions defined by the MC/DC variants for DNNs
indeed capture this relationship.

IV. RELATED WORK

Existing works (e.g., [8]) on finding adversarial examples
apply heuristic search algorithms based on gradient descent
or evolutionary techniques. They are not able to answer what
these generated adversarial examples represent or how similar
or different they are from each other.

Several coverage guided test case generation methods that
may answer these questions have been recently proposed.
Neuron coverage [9] measures the percentage of neurons
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Fig. 5: Accumulated adversarial examples within each distance
activated by the test suite. Its extensions in [10] specify test
conditions for a set of neurons (at the same layer). The MC/DC
variants for DNNs [5] are the only coverage criteria to capture
the causal relation between features from adjacent layers in a
DNN. In [12] the approximate nearest neighbours algorithm
is used to to guide fuzzing in DNNs. The coverage in [13]
requests that when the test dataset is projected into specified
finite partitions, there needs to be at least one data point in
each region with no less than the associated weight. In [14],
[15], the input space is discretised into hyper-rectangles such
that one test case is generated for each hyper-rectangle. When
the hyper-rectangle is small enough, this approach exhaustively
searches the input space. The “Boxing Clever” method in [16]
evaluates training data by dividing the inputs space into a series
of hyper-rectangles.

The concolic engine of DeepConcolic is related to formal
verification of DNNs. Typical symbolic verification solutions
(e.g., [17], [18], [19], [20]) based on SAT/SMT or MILP can
only scale to DNNs with a few hundred hidden neurons. Recent
work [21], [22] using global optimisation is able to handle
larger networks. By contrast, concolic testing [6] at each step
only symbolically encodes part of the overall DNN’s behaviour.

V. CONCLUSIONS

DeepConcolic is a tool for testing and debugging deep neural
networks. Test case generation is guided by neuron coverage
and MC/DC variants for DNNs that are likely to suit different
criticality levels. We believe that a worthy application of such
a white-box testing tool is to assess the internal structures
of a DNN, and that this helps inform safety and robustness
arguments for DNNs.
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