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Cloud infrastructure is managed through a mix of interfaces—traditionally, cloud consoles, command-line
interfaces (CLI), and SDKs are the tools of choice. Recently, Infrastructure-as-Code/IaC frameworks (e.g.,
Terraform) have quickly gained popularity. Unlike conventional tools, IaC frameworks encode the infrastruc-
ture in a “source-of-truth” configuration. They are capable of automatically carrying out modifications to the
cloud—deploying, updating, or destroying resources—to bring the actual infrastructure into alignment with
the IaC configuration. When IaC frameworks are used together with consoles, CLI, or SDKs, IaC is unaware of
changes through these non-IaC interfaces, and the IaC configuration no longer captures the intended state.
This is called infrastructure drift. IaC frameworks will revert non-IaC changes based on the outdated IaC
configuration, leading to misconfigurations or failures.

We propose NSync, an automated system for IaC reconciliation, which aims to propagate out-of-band
changes back to the IaC program in the form of an update. Our key insight is that infrastructure changes
via IaC, consoles, CLI, or SDK eventually all occur via cloud API invocations—the lowest layer for cloud
management operations. Hence, NSync gleans insights from API traces to detect drift (i.e., non-IaC changes)
and reconcile it (i.e., update the IaC configuration to capture the changes). This is a challenging task—
identifying the intended change from low-level, noisy API traces is not easy; moreover, because of the
criticality of cloud infrastructure, NSync cannot directly test the synthesized updates in a live environment.
NSync addresses these challenges using an agentic design. It infers high-level infrastructure change intent
from cloud API sequences with the help of LLMs, and synthesizes targeted IaC updates using domain-specific
context management with customized agent tooling; it further maintains an evolving knowledge base of past
successful reconciliation runs, reusing prior insights to achieve higher accuracy on future tasks. In addition
to system design, we contribute a novel evaluation pipeline for injecting drift into cloud infrastructure and
assessing reconciliation attempts, by sourcing scenarios from authoritative cloud operation examples and
transplanting them into an IaC-centric framework. Experiments across five real-world Terraform projects and
372 drift scenarios show that NSync outperforms the baseline both in terms of accuracy (from 0.71 to 0.97
pass@3) and token efficiency (1.47× improvement).

CCS Concepts: • Software and its engineering→ Cloud computing; • Computing methodologies→
Intelligent agents; • General and reference→ Reliability.
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1 Introduction

Cloud management—creating, maintaining, and updating cloud resources—is a crucial task. Man-
agement tasks take place through a mix of approaches. Infrastructure-as-Code (IaC) frameworks
are gaining popularity: Terraform [27] leads the market, and similar tools like Pulumi [40] and
OpenTofu [37] are quickly rising. These frameworks provide declarative high-level specifications
of the infrastructure in readable and reusable IaC configurations. This reliable “source of truth”
offers DevOps teams a centralized view of resources, ensures reproducibility, and enables code
maintenance through version control. In theory IaC frameworks should complement traditional
imperative management methods such as cloud consoles, command-line interfaces (CLI), and
SDKs; these imperative approaches perform direct mutative actions on infrastructure and enable
quick scripting and issue remediation, but do not offer the benefits of a declarative interface [62].
DevOps teams would like the benefits of both: the abstract declarative view of IaC with the easily
programmable, mutative power of imperative modifications.

Unfortunately, mixing IaC with imperative interfaces introduces a critical problem: infrastructure
drift, where the live infrastructure state diverges from the IaC configuration. Drift arises when
infrastructure provisioned by an IaC framework is modified via other interfaces. DevOps operators
often make imperative cloud changes for rapid response, even in IaC-managed environments. For
example, when an urgent permission update is needed, directly attaching a policy to a cloud identity
can be faster than locating the IaC module that defines the identity, understanding its composition,
and modifying the appropriate declarative description. Such out-of-band updates leave the cloud
in a state inconsistent with the IaC specification. In practice, drift has contributed to major security
breaches [49], billions of dollars in cloud waste from unmanaged and dangling resources [24],
and remediation efforts that can take months to complete [20]. We propose to provide the best of
both declarative and imperative worlds by automatically incorporating out-of-band changes into
the IaC configuration to consolidate the central view. We call this the IaC reconciliation problem.

Currently, IaC reconciliation remains largely manual, as no existing system provides end-to-end
solutions for detecting drift and patching the configuration. For detection, one class of tools aims
at “drift management”, but only identifies changes to resources that are explicitly managed by
IaC [25, 47], leaving externally induced drifts unaddressed. Another class of tools goes to the
extreme of “lifting” a whole configuration [5, 15, 18, 19, 22, 36] from scratch, by exhaustively
scanning the cloud via large numbers of costly API calls to generate the configuration; these tools
suffer from limited resource coverage because the scanning rules need to be hand-crafted for each
resource [39]. With manual intervention, DevOps engineers need to inspect the live infrastructure,
identify discrepancies, and retrofit updates into existing IaC configurations [26]. This manual
process is challenging, slow, and error-prone. Since drift management tools such as IaC frameworks
cannot automatically discover new resources (e.g., a new subnet created via non-IaC tools), DevOps
engineers need to identify these unmanaged resources themselves: this is not scalable and may
overlook subtle yet critical changes, leave dangling resources, and can eventually cause failed
deployments and misconfigurations. Even if DevOps engineers successfully identify all changes,
they must then translate the changes into valid IaC updates. This requires understanding both the
structure and logic of the existing codebase, and mastering the correspondence between deployed
cloud resources and their declarative IaC representations.
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(a) Code snippet from main.tf
# Resource block for AWS EC2 instance
resource "aws_instance" "vm" {

count = var.vm_count # 2 from variables.tf
ami = "ami-0c02fb55956c7d316"
instance_type = "t3.micro"
subnet_id = aws_subnet.subnet.id
tags = {

Name = "vm-${format("%02d",count.index+1)}"
}

}

# Reads the existing default VPC
data "aws_vpc" "default" {...}

# Reads the existing default security group
data "aws_security_group" "default" {...}

...

(d) Minimal code patch generated by NSync

(b) Remote states

vm-01 vm-02

default_vpc subnet

default_sg …

(c) Adding two VMs

Out-of-band 
change

vm-01 vm-02

default_vpc subnet

default_sg …

vm-03

vm-04

import.tf: import to local state

import {
to = aws_instance.vm[3]
id = "i-04d0af4996a25427a"

}
import {

to = aws_instance.vm[4]
id = "i-0d711fa61b705456b"

}

--- a/variables.tf
+++ b/variables.tf

@@ -1,5 +1,5 @@
variable "vm_count" {

- default = 2
+ default = 4
}

variables.tf: update cfg

Fig. 1. A simplified IaC example written in Terraform. (a) Code snippets of a Terraform configuration file;

(b) Cloud infrastructure provisioned by the configuration files; (c) Cloud infrastructure after out-of-band

change that adds two VMs; (d) Code patch generated by NSync

We present NSync, the first LLM-powered agentic system to autonomously perform IaC recon-
ciliation. The key insight behind our approach is to operate on the cloud API call traces. RESTful
APIs are the lowest-level abstraction for cloud management, and all higher-level modalities (IaC,
CLI, SDK, consoles) invoke these APIs to perform tasks [62]. Furthermore, cloud providers offer API
monitoring services, such as AWS CloudTrail [3] and Azure Activity Logs [35]. NSync uses this
central vantage point to capture complete traces of all infrastructure changes, IaC or imperative.
It jointly analyzes API traces and the original IaC configuration to generate code patches that
reconcile the drift, while preserving the IaC configuration’s structure and abstractions.

To support a thorough evaluation for the task, we developed a novel evaluation framework. We
sourced changes from AWS automation runbooks [7], which are a set of predefined API-based
actions for typical DevOps tasks. They are then transformed into IaC-based drifts for evaluation.
We have applied this methodology to generate 372 drift scenarios across five complex, real-world
Terraform projects, ranging from tens to over a thousand resources. Our evaluation shows that
NSync can successfully reconcile the IaC codebase, achieving 0.95 pass@3 accuracy, outperforming
the off-the-shelf Claude agent (0.71) while being 1.72× more token-efficient. Continuous learning
further improves the accuracy to 0.97 pass@3, while remaining 1.47× more efficient than base-
line solutions. Under the stricter pass@1 metric, NSync achieves an average accuracy of 0.80,
outperforming the baseline (0.49). To summarize, this paper makes the following key contributions:
• We present a new task: trace-driven IaC reconciliation, and devise a novel solution that gleans
insights from cloud API call traces to repair IaC configurations.
• We develop NSync, an agentic system that reconciles out-of-band infrastructure drift from API
traces, substantially outperforming the baseline.
• We propose an evaluation pipeline for generating realistic, assessable drift scenarios and curate
the first IaC reconciliation dataset with 372 validated cases across five diverse Terraform projects.
• We perform a detailed empirical study to assess the effectiveness and robustness of our system
across diverse drift scenarios.

We have open-sourced our implementation and benchmark at https://github.com/zyang37/nsync.

2 Motivation

To further motivate the problem, we provide background on IaC frameworks, and discuss typical
DevOps engineers’ workflows, how drift happens, and why existing tools are insufficient.
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2.1 IaC and Terraform

IaC frameworks operate on a declarative view of the resources in IaC configurations. These configu-
rations are compiled to cloud APIs that eventually modify the infrastructure. We focus on Terraform,
which is the dominant IaC solution with 62% market share as of 2025 [19]. Cloud infrastructure
has three forms of representation. (1) In Terraform, DevOps engineers write configuration files
(.tf), which is the declarative state that defines the desired infrastructure. Terraform codebases are
typically structured like large software projects, with resources distributed across multiple files and
directories. They also make extensive use of custom modules, which function as reusable building
blocks that can be composed hierarchically. (2) After deployment, Terraform produces a local state
file (.tfstate) recording the IaC-managed resources (e.g., compute instances) and their current
attributes as retrieved from the cloud (e.g., machine image, ID). This is the runtime state from the IaC
point of view, different from configuration files. (3) Finally, the cloud does not have a central view of
the infrastructure state, but exposes resource-specific APIs to retrieve the remote state per resource.
A typical deployment workflow could be a DevOps engineer invoking a dry-run command:

terraform plan to review changes, followed by terraform apply to modify the cloud. IaC as
“source-of-truth” is one of its most valued properties, assuming that the infrastructure is entirely
managed by IaC. Consider the example in Figure 1(a), which gives a Terraform configuration
snippet (main.tf)—the declarative state. This configuration provisions a number of VM instances
specified by var.vm_count, along with other networking components such as a Virtual Private
Cloud (VPC), subnets, and a security group (SG) for the VM instances. Figure 1(b) illustrates the
cloud’s remote state after deployment. Unlike IaC, the cloud lacks a central state file; each resource
exposes its own state, yielding a decentralized and fragmented view. In order to construct the
remote state, one has to use state retrieval APIs at the resource level—i.e., one has to know that a
certain VM exists before calling state retrieval APIs on that VM.

2.2 Infrastructure Drift and IaC Reconciliation

Operations are easier if DevOps engineers only use IaC frameworks to manage their infrastructure.
However, in real-world operations, they often make valid changes outside the IaC workflow via
consoles, CLIs, or SDKs. Our interviews with a major cloud provider reveal several representative
situations where engineers bypass IaC workflows, which can introduce drift. (1) Incident response:
when troubleshooting production issues, engineers need to apply fixes immediately. To act quickly,
engineers bypass IaC and use faster API-driven tools such as AWS Systems Manager Automation [4]
or Azure Sentinel Playbooks [33]. (2) Performance tuning: engineers frequently experiment with
configuration parameters (e.g., scaling factors). While suchmodifications can be performedwith IaC,
doing so requires writing and deploying code for every trial, which is far more cumbersome than
clicking a button in a dashboard or running a single CLI command. To iterate quickly, they bypass
IaC and modify resources interactively. (3) Debugging and observability: during live debugging,
engineers often enable additional resources such as logging, tracing, or temporary dashboards. IaC
provides little support for live diagnostics, so these are typically set up directly through consoles or
APIs. In all three cases, drift arises when these changes are not synchronized in the IaC codebase.

When drift occurs, without direct operational contexts, the IaC team may miss relevant updates,
struggle to identify which resources need to be managed and which are temporary, and face
difficulties in determining the complete scope of resource changes across different cloud services.
Unfortunately, there is no fully automated solution to address the IaC reconciliation problem today.
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2.3 Limitations of Existing Tools

Table 1. Lifting tools cause severe LoC inflation,

creating substantial challenges for code mainte-

nance.

Projects Lifted LoC NSync LoC

lab12 [50] 1053 (↑254%) 317 (↑6.9%)
flask [43] 6095 (↑663%) 828 (↑3.8%)
ssm3 [28] 6144 (↑1529%) 413 (↑9.7%)

live-score [17] 5986 (↑278%) 1597 (↑1.0%)
mega-mesh [41] 24071 (↑239%) 7141 (↑0.8%)

Prior work has explored automated program repair
in other domains, such as system configurations. For
instance, some of these projects [42, 56] infer the
desired state from local system calls and use SMT-
based synthesis to repair programs; these target a
small and relatively stable set of file-system opera-
tions with well-defined semantics. In contrast, cloud
platforms expose thousands of APIs across hundreds
of resource types, with semantics that vary across
services and evolve over time [48]. Encoding and
maintaining symbolic repair rules for this space is, therefore, substantially more difficult.
A related class of tools is IaC lifting [5], which synthesizes IaC by scanning live cloud state

and regenerating configurations. However, lifting tools are not drift-aware and do not solve the
reconciliation task: 1) they translate cloud state from service API responses into flat resource
definitions, creating maintenance challenges; 2) similar to prior symbolic approaches, they do not
produce patches over an existing codebase, discarding the abstractions and conventions.

To illustrate the cost of ignoring this structure, we analyze five large, real-world AWS infrastruc-
tures deployed using user-written IaC. We selected aws2tf [5] because it has broad AWS resource
coverage [39], but even so, we found its full-cloud scans (using handcrafted scanning rules) to be
brittle, frequently failing due to resource coverage, API changes, and rate limiting. To obtain usable
results, we restricted it to only scan supported resources. Table 1 shows that lifting cloud state
from scratch substantially inflates the generated configuration, increasing LoC by more than 200%
in most projects. Worse, lifting regenerates flat resource definitions from cloud state, duplicating
shared components, inlining raw cloud resource identifiers instead of reusable variables or module
abstractions. The resulting IaC program is therefore difficult to reuse, parameterize, and maintain.
The ideal solution should address drifts through precise modifications to the existing codebase, to
provide higher usability. Additional results are provided in the supplementary material.
Existing lifting tools inherently lack drift awareness: even localized drift can require re-

synthesizing an entire dependency subgraph rooted at the affected resource, pulling in unrelated
resources, inflating the codebase, and severely damaging maintainability. This is unsuitable
for production IaC, where practitioners organize configurations using modules, hierarchical
abstractions, shared variables, naming conventions, and project-specific patterns. Repairing drift
requires integrating changes into arbitrary, user-written code structures, rather than editing flat
attributes or regenerating standalone resource definitions. A purely symbolic approach would
require rules for each cloud API, resource type, codebase organization, and abstraction pattern. We
instead propose an API trace-driven approach that uses LLMs to reason over observed cloud API
behavior, source code, documentation, and project context, producing reconciliation patches that
preserve the existing IaC codebase structure.

3 Problem Formulation and Challenges

We cast IaC reconciliation as a program repair task for cloud management, which presents novel
challenges. In traditional program repair, typically a specification or a set of test cases is given
as explicit instructions for the repair. In the cloud, the repair instructions are implicitly captured
in the API traces. The repair task needs to first perform intent identification, summarizing long
and noisy cloud API traces into a concise description of the change. After identifying the intent,
the patch generation step is another departure from conventional program repair. The stakes of
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cloud operations are high; NSync cannot push a synthesized patch into a live deployment to test
correctness. Rather, it has to perform static evaluations, using a set of ReadOnly tools to assess
the match; this further requires nuanced reasoning across both APIs and IaC, which is difficult to
capture symbolically. We now describe the three key challenges and our insights and solutions.
Challenge #1: Inferring Intent for IaC Reconciliation. As mentioned in Section 2.3, IaC

lifting tools fundamentally lack drift awareness and cannot perform reconciliation. Modern cloud
platforms provide auditing services that record API-level infrastructure modifications, regardless of
the interface used to perform them. Examples include AWS CloudTrail [3], Azure Event Hub [35],
Google Cloud Audit [21], and Alibaba ActionTrail [2]. However, accurately and efficiently inferring
intent from API traces remains challenging. First, the traces contain substantial irrelevant noise,
such as read-only operations, retry attempts, and user-specific account information. Second, API
structures vary significantly across different cloud services, using inconsistent naming conventions
and parameter formats, making uniform analysis difficult; worse, vendors update the APIs very
frequently [48]. Third, auditing services can populate API events out of order [6, 34] due to asyn-
chronous collection across services and regions and low timestamp resolution. Hence, the system
must reason about the semantics of cloud operations, infer the resulting infrastructure state from
mutating API actions, and tolerate imprecise event ordering in audit logs. To address this challenge,
we introduce an Intent Identification stage (Section 4.1) that preprocesses API traces by annotating
and consolidating noisy low-level events into a small set of persistent drifts requiring reconciliation.
Conceptually, this stage acts as a multi-step filtering pipeline over raw cloud API traces.

Challenge #2: Generating IaC Patches from Intent. Automatically bringing updates into an
existing IaC codebase is challenging. For example, when an operator manually attaches a policy to
a cloud identity, the reconciler must determine where this change belongs in the codebase. Adding
the policy directly to the affected identity may duplicate existing abstractions, while modifying a
shared module may grant the same permission to every identity that instantiates the module. Thus,
generating a correct patch requires reasoning about cloud state, repository structure, resource
ownership, and cross-resource dependencies. A practical solution must identify the drift, then
adapt to user-written IaC codebases with arbitrary style and determine where the corresponding
changes should be made within the existing code structure. We therefore use an LLM-based agent
that can inspect the current cloud/IaC context, generalize across resource types, and synthesize
reconciliation patches. However, we need to conquer two key barriers: (1) IaC patches cannot be
safely executed for validation, as live testing is destructive and dry-run tools like terraform plan
provide only partial feedback; and (2) IaC repositories can be large, while only a small fraction
is relevant to any given drift—a naïve approach will overwhelm the LLM’s context window. These
constraints sharply contrast with conventional code-generation agents, which rely on bounded
contexts and rich execution feedback for iterative refinement [11, 32, 45, 65]. Without execution
feedback, NSync relies on custom, read-only tools that we designed to check IaC syntax and
preview prospective changes, enabling safe operation without modifying live infrastructure.
Challenge #3: Leveraging LLMs Efficiently for IaC Reconciliation. A third challenge

lies in how to efficiently leverage LLMs for reconciliation. Traditionally, adapting LLMs to
specialized tasks relies on fine-tuning, which is resource-intensive and poorly suited to cloud
infrastructure operations. Since cloud providers and IaC frameworks evolve APIs and semantics
rapidly [48], maintaining accuracy through fine-tuning would require frequent retraining. Recent
research explores lifelong learning for agents, where systems continuously accumulate knowledge
and improve through repeated interactions with their environment [51, 53]. These approaches
have shown promise, but almost all operate in sandboxed domains, such as simulated games or
controlled benchmarks, where agents can freely explore, fail, and recover at little cost. Cloud
infrastructure presents a fundamentally harder setting: cloud infrastructure does not provide a
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safe environment for experimentation and learning. Our approach to enabling continual learning
is based on the observation that IaC reconciliation is a repeated process. Cloud infrastructure
is long-lived, and agents may repeatedly encounter similar drift patterns as it evolves. Even
without free exploration, knowledge from past reconciliation can be carried forward and reused.
Specifically, the correspondence between API traces and IaC structures, or lessons from failed
attempts, need not be rediscovered each time. Similarly, a codebase’s structure and conventions,
once learned, can be reused across future reconciliations for the same infrastructure.
Together, these three challenges motivate the design of NSync, an agentic system that makes

IaC reconciliation safe, efficient, and continually improving over time.

4 Design of NSync

NSync is an agentic system that uses API call traces that record cloud infrastructure events,
and updates the original IaC configuration to reflect the current infrastructure state.

Source 
config

Updated 
config

Updated infraSource infra

Sync

NSync

Intent

Patch Generation

Pruning Consolidation

Intent Identification

LLM

Reconciliation 
Tools

Evolving 
Knowledge Base

API Call Traces

Sync

Fig. 2. Overview of NSync.

Figure 2 illustrates the architecture of NSync. The
intent identification component analyzes noisy
API call traces from the cloud provider to determine
if there are any infrastructure changes, and analyzes
the nature of those changes. When infrastructure
changes are detected, the second component, patch
generation, synthesizes an update with the help
of specialized IaC reconciliation tools, and is given
access to the source configuration, the identified
change intent, and a self-organized evolving knowl-
edge base per IaC project. It outputs updated config-
urations that accurately reflect the current state of
the infrastructure, ensuring alignment between the
IaC code and the actual deployed resources. Finally,
our agent uses continuous learning to record experience to achieve better performance over a
longer time horizon.

4.1 Intent Identification

This step identifies the infrastructure change intent from raw API traces as shown in Figure 3. Intent
identification focuses on the content and relationships of events rather than their raw sequence in the
trace. Before intent identification, we preprocess the traces to extract a clean sequence of mutating
events—API calls that alter infrastructure state. We discard read-only calls (e.g., Describe*, List*),
deduplicate retries by keeping only the final success, and remove irrelevant fields such as timestamps
or request IDs, thereby reducing trace volume while preserving all state-changing operations. The
intent identification process then proceeds in two stages: annotation and consolidation.

The key idea is to consolidate the API events and identify the corresponding IaC-level resource
blocks. Recall that imperative API calls eventually trigger changes on cloud states, which need to be
encoded as IaC configuration updates. Inferring IaC resource-level changes (create, delete, update)
from the API calls is not easy. For instance, while the CreateVpc call corresponds to creating a
new VPC block, a CreateTags call on a VPC does not create a new resource but rather updates the
VPC. To capture such distinctions, we normalize API calls into a consistent schema using an LLM.

4.1.1 Step 1: Annotation. Our key contribution in this step is a neurosymbolic annotation procedure
that uses LLMs to produce consistent, schema-aligned labels for heterogeneous API calls. We design
a fixed schema that the LLMs must adhere to; further, we encourage consistent labeling across
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Table 2. Annotation schema for API calls. Fields not applicable are set to null.

Field Description

category Operation type: create, delete, attach, detach, update or unknown
type Primary resource type (e.g., Vpc, Instance) for create/delete/update
id Primary resource identifier (e.g., vpc-123, i-456), else null
type1 First resource type in attach/detach relation, else null
id1 First resource identifier in attach/detach relation, else null
type2 Second resource type in attach/detach relation, else null
id2 Second resource identifier in attach/detach relation, else null

event categories and resource types using two mechanisms: (1) the annotator maintains memory
(𝑇 ) of previously inferred resource types to ensure coherence across a trace, and (2) annotation is
executed in batches with retries to guard against occasional LLM errors.

Algorithm 1: LLM-Based
API Annotation
Input: API calls 𝐶 , schema 𝑆 ,

batch size 𝑏, retries 𝑟
Output: Annotated calls 𝐴
Init:

𝐴← ∅ (annotations) ;
𝑇 ← ∅ (resource types) ;
foreach 𝐵 ⊆ 𝐶, |𝐵 | = 𝑏 do

𝑘 ← 0 ;
while 𝑘 ≤ 𝑟 do

𝐵̂ ← LLM(𝐵, 𝑆,𝑇 ) ;
if |𝐵̂ | = |𝐵 | then

break
𝑘 ← 𝑘 + 1 ;

if |𝐵̂ | ≠ |𝐵 | then
𝐵̂ ← {∅} |𝐵 |

𝐴← 𝐴 ∪Merge(𝐵, 𝐵̂) ;
𝑇 ← 𝑇 ∪ Types(𝐵̂) ;

return 𝐴;

Table 2 shows the standard schema that we define, which
labels each API call into one of five canonical categories: cre-
ate, delete, update, attach, and detach. Each annotated event
captures only the essential information: operation type, re-
source type, and unique resource identifier(s). For example,
an EC2 instance launch (RunInstances) is represented as cre-
ate(instance, i-1234), while a volume attachment becomes at-
tach(volume-1, instance-2).
Our LLM annotator reasons about the semantics of an

event in context. For example, CreateTags may look like
a new creation, but it is actually an update, and the tar-
get of the update depends on parameters—adding a tag
could modify a VM, a VPC, or another resource type. Like-
wise, AuthorizeSecurityGroupIngress appears to autho-
rize something new, but in fact it updates the configuration of
an existing security group. By contrast, RunInstances might
seem to update the state of a VM, yet it actually provisions
a new instance and should be classified as a create. These ex-
amples show why simple regex or keyword matching would
be brittle. LLMs, on the other hand, having been trained on
cloud documentation including API usage examples and de-
scriptions, understand these nuances; moreover, because cloud APIs continue to evolve, LLMs
can adapt to these changes. To improve scalability, we annotate API calls in batches rather than
individually. Algorithm 1 takes API calls 𝐶 and processes them in batches 𝐵 of size 𝑏, using the
schema 𝑆 and previously collected resource types 𝑇 as context. For each batch, the LLM attempts
up to 𝑟 retries to produce annotations 𝐵̂. The results are merged into the annotation set 𝐴, and the
newly discovered types from 𝐵̂ are added to 𝑇 for subsequent batches.

4.1.2 Step 2: Consolidation. After annotation, each API call is in standardized form (e.g.,
create(instance, i-1234) or attach(volume-1, instance-2)), giving us a labeled trace of
mutating events. Reconciliation only requires reasoning about persistent drift, i.e., the infrastructure
changes that remain at the end of the trace. Relative to that goal, the trace still contains noise:
there may be many transient operations, such as redundant or overwritten updates, or creation of
temporary resources followed by deletion. Consolidation identifies the set of persistent drifts that
need to be reconciled in IaC.
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Instance: 
test-i-001

delete(…)

update(…)

Create(…)

attach(…)

Bucket:bucket-1

delete(…)

update(…)

RunInstances

AssociateAddress

CreateBucket

TerminateInstances

ReadOnly APIs

. . .

create(Instance,i-002)

attach(ElasticIP:eip0,
Instance:i-001)

create(Bucket,bucket-1)

delete(Instance,i-001)

Instance:i-002

create(…)

update(…)

update(…)Bucket:bucket-2

update(…) . . .

Instance:i-002

create(…)

Bucket:bucket-2

update(…)

. . .

Bucket:bucket-1

delete(…)

Temporary drifts Persistent drifts

Annotate
. . .

Group by resource identifiers, then further consolidateFiltered

AnnotationsRaw API traces

Fig. 3. Intent identification. Raw API traces are first filtered to remove read-only and irrelevant events,

then annotated into canonical operation types. The annotations are grouped by resource identifiers and

consolidated to remove transient operations, yielding the persistent drifts that must be reconciled in IaC.

Given an annotated API trace, we first organize the events by their resource identifiers. An
identifier is a unique number generated by the cloud when a resource (e.g., VM) is created, and
remains consistent throughout its lifecycle. For each node identifier, we collect all events that
occurred on this node/resource—e.g., subnet-456: [create, update] means that a unique ID
subnet-456was created and then updated. For operations that involve a dependency or association
between two resources, we group events by the ordered pair of resource identifiers, written as
⟨id1, id2⟩. For instance, ⟨volume-1, instance-2⟩: [attach, detach, attach] denotes that
the volume volume-1 was attached to, detached from, and then reattached to instance-2. We
then apply the following reduction rules independently to each node or edge identifier:
• Persistent Create. If a resource is created and never deleted, we retain only the create event
and drop intermediate updates. Because reconciliation targets the final infrastructure state,
subsequent updates are implicitly captured in the resource’s current state, which can be retrieved
through read-only cloud APIs given the resource type and identifier.
• Persistent Delete. If a resource was deleted, we retain only the delete and remove all associated
updates prior to the deletion. Deletes, like creates, are higher-precedence persistent drifts, as
they eliminate resources entirely from the infrastructure.
• Persistent Update(s). If a resource was only updated (with no create or delete), we conservatively
retain the update. This ensures that updated attributes, even if they are not defined in the original
IaC configuration, will be explicitly captured.
• Persistent Attach/Detach. Balanced attach/detach pairs cancel out, while any net imbalance is
retained as a conservative signal of persistent drift.

The output of this reduction is a compact set of persistent drifts, organized by resource and edge
IDs, and it is deliberately conservative to avoid discarding meaningful information.

4.2 Patch Generation

Generating IaC patches with LLMs presents unique challenges compared to traditional automated
program repair (APR). In APR, repair correctness can be validated through test execution and
runtime signals. However, direct execution of a patched IaC project is not feasible as it would modify
live infrastructure. Furthermore, agents may hallucinate during long reconciliation sessions [31]. To
mitigate this, we introduce two agent tools: drift_report, which is a safe, read-only operation that
previews the alignment between the current patch and the cloud state, and self_critique, which
prompts the agent to assess accumulated edits and API traces for correctness and necessity [32, 45].
Self-critique helps reduce hallucinated changes, scope creep, and untracked divergence from the
IaC codebase. The patch generation workflow in NSync is an iterative patch–evaluate–refine loop,
shown in Figure 4. This mirrors the trial-and-error workflow of program repair agents, but here it
is realized entirely through safe, read-only operations tailored to IaC.
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The existing `vm_count` variable already controls 
VM scaling. Updating `vm_count` from 2 to 4 is 
sufficient. The standalone resource blocks for 
`vm_03` and `vm_04` are incorrect because they 
duplicate resources already represented by the 
counted VM resource. 

Let me remove the standalone `vm_03` and 
`vm_04` resource blocks.

+ If count-based resources are already scaled and 
imported, there is no need to add standalone 
resource blocks for the same instances.
...

# Persistent drifts
• create s3-xxx
• create vm_03, vm_04   # Scaling up the number of VMs.

# Cumulative edits
variable “vm_count” {

- default = 2
+ default = 4

}
+ import {vm[2] and vm[3]} # importing VMs into state.
+ resource "instance" "vm_03" {...} # incorrect edits.
+ resource "instance" "vm_04" {...}   # incorrect edits.
...

# Planned actions 
• instance.vm[2, 3] will be imported. Loc: .../instance.tf
• instance.vm_03, vm_04 will be created. Loc: .../new.tf
...

# Instructions
Verify whether the current edits are necessary and correct.
Remove unsupported, duplicate, or unnecessary code edits.

Update knowledge base

Human reviewNew patches PR merged!

self_critique LLM reasoning

[A] infra/.../s3.tf
...
+ resource "s3_bucket" "logs" {
+  tags = {
+    Environment = "prod"
+  }
+ }
...

[M] infra/.../instance.tf
...
- resource "instance" "xyz" {
- name = "vm-001"
- ami = "xxxxx"
- }
...

[A] infra/.../s3.tf
[M] infra/security_groups.tf
[M] infra/.../s3.tf
...

Iterative patching

infra/
├── main.tf
├── security_groups.tf
├── ...
│
├── modules/
│ ├── network/
│ │ ├── variables.tf
│ │ └── ...
│ │
│ ├── compute/
│ │ ├── instance.tf
│ │ └── ...
│ │
│ └── ...
└── ...

Persistent drifts

IaC Codebase

Created 
S3

Updated 
sg

Deleted 
VMs

...

Patch 1

Patch n

Syntax errors:
Missing required argument
infra/.../s3.tf:11
resource "s3_bucket" "logs”

Required attribute not found:
- bucket

Drift #1: resource updated
infra/security_groups.tf:108
security_group.api

~ ingress[0].cidr_blocks
- local: ["10.0.0.0/16"]
- cloud: ["0.0.0.0/0"]

Drift #n: resource deleted
infra/.../instance.tf:72
database_instance.xyz

- local: resource defined
- cloud: resource not found

drift_report

...

1

2

n

...

...

Infra-01-KB

Fig. 4. Tool use during reconciliation. The agent can invoke drift_report and self_critique multiple

times during iterative patching. The stacked drift_report boxes show outputs from separate calls after

different patch attempts, detecting a syntax error, drift after a resource update, and issues after a resource

deletion. These reports provide feedback for subsequent edits. The agent can also invoke self_critique to

validate accumulated changes against API traces and guide patch refinement before human review.

4.2.1 Drift Report. Terraform plan is not suitable for patching because it assumes the outdated IaC
configuration is the “source of truth” and generates update plans that propose reverting cloud-side
changes to match stale configurations. Worse, Terraform plan exposes attribute-level differences
for each managed resource, including runtime fields marked as “known after apply,” resulting in
verbose outputs that inflate context length and overwhelm LLMs. This combination of misleading
guidance and excessive verbosity effectively poisons the agent’s reasoning, pushing it toward
incorrect or irrelevant patches. drift_report provides detailed, reconciliation-oriented feedback.
It compiles the configuration and issues read-only cloud API calls without mutating cloud resources,
enabling the detection of both syntax errors and drifted resources. Figure 4 shows representative
outputs. This targeted feedback helps NSync generate and refine patches more effectively. The
agent analyzes the condensed API trace to create an initial patch, then uses drift_report in an
iterative patch-evaluate-refine loop to improve the solution. drift_report treats all detected
infrastructure changes as candidates for reconciliation into the IaC patch. This does not make the
reconciliation final: the patch is still reviewed by a human through the pull-request process. At
that stage, DevOps engineers can decide whether a detected change should be preserved in IaC or
reverted by editing or rejecting the corresponding patch.

4.2.2 Self Critique. Another challenge in the agentic workflow is maintaining focus across
multiple edits [31]. Prior work suggests that reflection can improve agent reliability [32, 45, 65],
but existing methods depend on execution feedback or test cases—signals unavailable in IaC
reconciliation, where live execution is unsafe. We design self_critique, a safe reflection
mechanism that requires no execution and operates at a coarser granularity than drift_report.
Whereas drift_report helps the agent verify whether a candidate patch has fully reconciled
the infrastructure by checking if any drift remains, self_critique periodically reviews the
accumulated edits and prompts the agent to reason about whether its progress still aligns with the
drift intent. By surfacing reconciliation at this higher level, the tool enforces consistency and helps
the agent stay focused on the reconciliation objective. Figure 4 demonstrates how the agent can
iteratively invoke drift_report and self_critique during reconciliation to diagnose persistent
drifts, validate edits against API traces, and refine patches before merge.

4.3 Continual Learning

Cloud infrastructure is long-lived, and reconciliation tasks repeatedly arise. The lack of memory
would force the agent to repeatedly rediscover mappings between API traces and IaC resources,
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relearn project-specific conventions, and re-synthesize fixes for error cases it has already encoun-
tered. To overcome this limitation, we introduce a lightweight, domain-specific knowledge base
(KB) that enables continual learning [51, 53] across reconciliation sessions. The KB captures infor-
mation about prior reconciliations, such as effective patching strategies, frequently observed drift
patterns, and project-specific semantics (e.g., naming conventions, module structures, or depen-
dency layouts). This KB is continuously updated after a reconciliation task completes; during the
next reconciliation, the agent retrieves relevant knowledge on demand to guide patch generation,
thereby grounding its reasoning in accumulated experience rather than starting from scratch.

We design the KB using the following principles. (1) Updates are selective: only reconciliations that
succeed contribute new entries, while failed sessions are discarded to avoid propagating errors. (2)
The KB is scoped per project rather than shared globally, since much of the knowledge (e.g., naming
conventions, module structure) is project-specific; this prevents cross-project contamination while
allowing repeated reconciliations on the same project to benefit from accumulated insights, shown
in Figure 4. The learning process is agent-driven: the agent invokes the tools knowledge_update and
knowledge_retrieval when it judges that the current context is complete and accurate enough to
warrant persistence for reuse, as opposed to always logging every intermediate action. Constructing
a useful KB entry requires the complete and up-to-date context of a reconciliation attempt; other-
wise, the agent risks recording incomplete or misleading knowledge. We employ a ReAct-style [64]
prompting strategy that enforces an Observation–Thought–Action loop on every iteration, instruct-
ing the agent to ground its reasoning in the latest observations before deciding whether to update
or retrieve knowledge. For example, if the agent repeatedly fails to apply a patch because an S3
bucket update requires adjusting its versioning setting, once it discovers the correct fix it can invoke
knowledge_update to record this resolution for future runs. Over time, this mechanism enables a
form of experience-guided reconciliation, where the agent progressively adapts to each IaC project.
The KB is a lightweight, project-specific text file. It can be extended with vector database [30]

support for larger or more complex knowledge. The knowledge_retrieval tool queries the KB to
access previously recorded reconciliation insights, while knowledge_update writes new successful
reconciliation experiences to the KB. This lightweight implementation ensures that knowledge per-
sistence and retrieval remain simple yet effective, while maintaining the per-project scoping princi-
ple. The agent edits or discards outdated KB entries when previously successful strategies fail under
evolving external systems, ensuring that knowledge remains accurate over time. As shown later in
Table 5 and Figure 9, continual learning improves reconciliation accuracy by reusing prior experi-
ence about tool usage, API-to-IaCmappings, import formats, and project-specific code organization.

5 Evaluation

We evaluate NSync on drift-reconciliation tasks across real-world Terraform projects. This section
first describes the evaluation protocol (Sec 5.1) used to inject drifts and validate generated patches.
We then explain how we construct the benchmark dataset (Sec 5.2), summarize the experimental
setup and metrics (Sec 5.3), and finally present the main results and analysis (Sec 5.4).

5.1 Evaluation Protocol

The same infrastructure can be represented by many different IaC codebases. Thus, directly com-
paring Terraform code is not a reliable way to compare infrastructure. But Terraform maintains a
structured state that encodes its current belief about the live infrastructure. Building on this mech-
anism, we design a Terraform-centric evaluation protocol. The protocol mirrors the information
available to a DevOps engineer during drift reconciliation, while preserving a hidden oracle for
automated grading. The base workspace contains the information visible to the agent: the original
Terraform project directory, its Terraform state, and the raw CloudTrail trace of out-of-band API
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Table 3. Benchmark statistics: configuration size, mutation space, and event counts.

Benchmark #Resources LoC #Scenarios

#API Events #Mutating Events

Avg (Min, Max) Avg (Min, Max)

lab12 [50] 47 289 96 183.2 (90, 441) 9.5 (1, 47)
flask [43] 74 799 94 280.8 (158, 671) 10.0 (1, 56)
ssm3 [28] 66 377 103 268.0 (149, 737) 8.0 (1, 48)

live-score [17] 193 1582 61 612.3 (373, 1163) 8.5 (1, 42)
mega-mesh [41] 1930 7087 18 3735.9 (3692, 3920) 7.8 (1, 31)

events. The drift workspace is used only by the evaluation harness to inject drift and construct
ground truth; it is never exposed to the agent. Evaluation proceeds as follows:
(1) Deploy the base infrastructure.We deploy the base Terraform project, creating real cloud

infrastructure and generating the initial Terraform state in the base workspace.
(2) Inject drift. We copy the initial Terraform state from the base workspace into the separate

drift workspace. Terraform executes the required delta and updates the drift workspace state
from the initial state to a drifted state, which is later used as ground truth for evaluation.

(3) Collect traces.We use CloudTrail to collect the resulting raw API events. The agent is given
only the base Terraform project directory, the base workspace state, and the CloudTrail trace,
and is asked to generate a patch to the IaC configuration.

(4) Evaluate the patch.We evaluate the patched configuration with terraform plan against the
drift workspace state, which serves as the ground-truth infrastructure state after drift injection.

(5) Reset the infrastructure. After evaluation, we apply the initial Terraform configuration
against the ground-truth state, allowing Terraform to compute and execute the revert actions
needed to restore the base configuration before evaluating the next reconciliation task.

Patch correctness is evaluated by comparing the patched configuration against the ground-truth
infrastructure state with terraform plan. First, resources introduced by drift, which are absent
from the agent’s observable Terraform state, must be defined in the patched configuration and
importable into the base workspace state through import actions. Second, existing Terraform-
managed resources must match their desired state: the patched configuration and state must be
consistent, and any resources deleted by drift must be removed from the configuration.
Concretely, if terraform plan reports no changes other than the required import actions,

the patch is considered correct. Any additional additions, updates, or deletions indicate that the
patch has not been fully reconciled yet. One edge case arises from Terraform resource addresses.
A resource address is a Terraform-language identifier for a managed resource, separate from the
identity of the underlying cloud resource. Since Terraform state records resource addresses, an
agent may generate a correct resource definition for a newly introduced cloud resource but assign
it a different address from the one used in the ground-truth state. In such cases, terraform plan
may report a deletion of the ground-truth address and a creation of the agent-generated address,
even though both definitions refer to the same cloud resource. Treating this plan as incorrect
would produce a false negative. To handle this case, we add a post-processing check over planned
actions. When the plan contains a delete–create pair with the same resource type, we compare the
corresponding resources at the attribute level. If the attributes match, we treat the pair as a spurious
address mismatch and filter it from the plan. After this filtering step, the patch is considered correct
if no planned actions remain beyond the required import actions.

5.2 Benchmark Dataset

Our benchmark construction procedure consists of four steps: selecting base deployable Terraform
projects, sampling drift scenarios, creating project-specific Terraform mutations conditioned on

Proc. ACM Softw. Eng., Vol. 3, No. ISSTA, Article ISSTA030. Publication date: October 2026.



NSync: Automated Cloud Infrastructure-as-Code Reconciliation with AI Agents ISSTA030:13

those scenarios, and validating themutations through deployment and reset. Because the benchmark
operates on real cloud infrastructure, we use explicit selection criteria, manual expert review, and
deployment-and-revert validation. Below, we describe how projects and drifts were sampled, how
expert validation was conducted, and how failed candidate cases were excluded.

Base project selection. Setting up the evaluation required live cloud infrastructure; we sourced
candidate projects from TerraDS [10], a dataset of Terraform code snippets, and traced snippets back
to their original public repositories because the snippets themselves were small and not directly
deployable. From the recovered repositories, we sampled 100 candidates that appeared to provision
at least 30 cloud resources. Many were forks, near-duplicates, severely outdated, depended on
unavailable resources, or were not deployable without substantial rewriting. A DevOps expert
spent over 40 hours deduplicating, repairing, and test-deploying candidates, yielding five unique,
nontrivial, deployable Terraform projects suitable for systematic drift injection. These projects
vary in size, domain, and structure, from tens to thousands of resources (Table 3): lab12 [50] for
multi-VPC networking, ssm3 [28] for zero-downtime patching, live-score [17] for an event-driven
service, flask [43] for a DynamoDB-backed REST API, andmega-mesh [41] for a multi-region
VPC mesh. These projects also span flat resource layouts and nested custom-module structures,
making them suitable for evaluating drift localization under diverse Terraform code organizations.

Drift scenario sampling. For each selected base project, we generated drift scenarios from two
complementary sources: AWS Systems Manager (SSM) Automation runbooks [7] and manually
crafted project-specific scenarios. Here, we describe how we created drift scenarios from the 763
publicly available SSM Automation runbooks. These runbooks operate at the API level and are
not specific to any Terraform projects, requiring manual inspection. For each project, we compared
each scenario against the resources present in the project’s Terraform state and retained scenarios
whose required resources existed or could be added consistently with the project’s architecture.
We inspected the runbook scripts and descriptions to determine whether each runbook would
inject meaningful drift into at least one of the five projects. For example, a runbook that updates
an existing CloudWatch alarm does not apply to a project that does not provision any CloudWatch
alarms. Because our evaluation repeatedly modifies live cloud infrastructure, the experts also
filtered out runbooks that were operationally unsuitable for frequent execution. For instance,
some AWS resources impose mutation-rate limits. EBS volumes, for example, cannot be modified
repeatedly within a short time window. We removed some such cases based on expert knowledge,
and identified additional cases later through deployment testing. This process resulted in 90 unique
runbook scenarios that perform mutating infrastructure operations.

Drift creation. We constructed each drift through an expert-led manual process, using an LLM
only as a coding assistant. Each final mutation was validated using a fixed checklist covering
whether: (1) it matched the natural-language scenario; (2) the affected resources were relevant and
compatible with the project state; (3) applying it changed the live infrastructure; (4) the diff contained
no unrelated edits; and (5) it could be deployed and reverted without residual infrastructure changes.
The experts inspected the Terraform code, and when needed, cross-checked the affected resources
against the Terraform state and deployment logs. When a case was complex or ambiguous, the
experts discussed it jointly and either manually repaired the mutation when the intended drift
was clear or excluded it when the scenario could not be mapped unambiguously to the project. We
observed that the LLM agent introduced configuration changes unrelated to the scenario, which
were later removed or adjusted manually. To mitigate bias, more than 80% of the scenarios came
from AWS-provided runbooks rather than author-designed examples, the same validation checklist
was applied across all projects, and final inclusion depended on deployment-and-revert testing
rather than expert judgment alone.We supplemented the runbook-derived mutations with manually
crafted project-specific mutations to cover realistic drift cases not represented in the SSM runbooks.
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Drift validation. To support continuous evaluation, each mutation was validated by deploying
the mutated configuration and then reverting the infrastructure to the original configuration. This
validation was costly: each deployment-and-revert cycle could take minutes to hours, depending on
project size and the cloud resources involved. Many failures required manual inspection and repair,
often followed by partial infrastructure teardown and redeployment. The revertibility check was
necessary because some infrastructure changes are not bidirectional; for example, an EBS volume
can be expanded but not shrunk back to its original size. We also observed other failure modes, such
as drift altering account permissions and causing cascading failures in subsequent tests. Before
exclusion, we attempted to diagnose and repair failed cases when the intended drift remained
clear, with debugging effort ranging from minutes to several hours per case. During validation, we
further excluded 14 from lab12, 18 from flask, 17 from ssm3, 21 from live-score, and 7 from
mega-mesh. Overall, this process produced 372 drift cases, and we spent more than 1,200 hours of
DevOps expert effort on scenario filtering, mutation inspection, manual correction, and validating
deployment-revert cycles. The complete list of SSM-sourced scenarios and project-specific scenarios
is included in the supplementary material.

5.3 Experimental Setup

Table 4. Tools available to all agents.

Agent Tools Description

file_read Read a file
file_write Overwrite a file
editor Fine-grained edits
shell Run shell commands

We implemented NSync in 11k lines of code in Python, and it
targets Terraform-based IaC for the AWS cloud, using Boto3
to interface with CloudTrail for obtaining API traces. To our
knowledge, NSync is the first domain-specific agentic system
for IaC reconciliation. Our evaluation focuses on system de-
sign, and we use Claude 3.7 Sonnet, one of the strongest coding
models at the time of writing, across all variants, including
the baseline, NSync-NL, and NSync, which we describe next.

Baselines.We evaluate three agents, all built using the Strands agent framework [1] and deployed
via the AWS Bedrock service with Claude 3.7 Sonnet as the backbone LLM. The Baseline solution
is an LLM agent equipped with pre-built file editing tools and shell access, but without domain
specialization. The secondmethod, NSync-NL, is our systemwithout continual learning, where each
reconciliation run is treated independently. Our full system, NSync, builds on the same framework
and backbone, but with all domain-specific mechanisms detailed in Section 4—including intent
identification, patch generation (e.g., drift_report and self_critique), as well as a project-level
knowledge base (KB) that enables continual learning across runs. The annotation process in both
variants relies on the same Claude 3.7 Sonnet model. All three systems operate on identical inputs
(mutating API traces and the IaC project directory) and share the same core editing tools shown
in Table 4. All experiments are conducted against realistic deployments on AWS to ensure results
reflect practical operating conditions. For each system, we perform three independent runs, with
drift scenarios presented in arbitrary order to reduce any bias from experiment ordering.
Metrics. We focus on correctness and efficiency, using the pass@𝑘 metric. A reconciliation

attempt is considered correct if the agent’s patched configuration, when evaluated with terraform
plan against the ground truth state and the live infrastructure created by the mutation, produces
no differences—for example, the out-of-band creation of a new EC2 instance has been captured
by the patch, i.e., it includes the corresponding resource block (e.g., aws_instance). Efficiency
is measured in terms of two complementary metrics: tokens processed (computational cost) and
agent steps. Since multiple candidate patches may be generated for each scenario, we report results
using the pass@𝑘 metric, which measures whether at least one of the top-𝑘 patches is correct
while accounting for the associated efficiency cost. We report both pass@1 and pass@3 results to
evaluate the single-attempt accuracy of the system and its robustness under limited retries.
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Table 5. Accuracy and Efficiency Comparison between Baseline, NSync-NL, and NSync. M: Millions.

Benchmark # Exp.

Pass@3 Accuracy Avg Tokens (M) Avg Steps

Baseline NSync-NL NSync Baseline NSync-NL NSync Baseline NSync-NL NSync

lab12 96 0.89 0.98 0.99 0.45 0.26 0.36 21.7 14.5 16.2
flask 94 0.64 0.95 0.97 0.73 0.57 0.66 26.1 18.2 19.4
ssm3 103 0.74 0.92 0.97 0.52 0.32 0.33 21.0 15.3 15.5

live-score 61 0.57 0.93 0.98 0.70 0.39 0.51 22.4 17.3 21.6
mega-mesh 18 0.72 0.94 0.94 1.05 0.44 0.50 18.9 18.1 15.6

Overall 372 0.71 0.95 0.97 0.69 0.40 0.47 22.0 16.7 17.7

5.4 Results and Analysis

We conduct a comprehensive evaluation of NSync on real-world Terraform projects and realistic
drifts. We design our experiments to answer four key research questions:
• RQ1 (Overall Performance): How effective is NSync at reconciling infrastructure drifts, as
measured by pass@k accuracy, compared to a baseline agent?
• RQ2 (Intent Identification): How well does API trace consolidation help identify the intent,
thus improving performance, and what are the trade-offs in accuracy and efficiency?
• RQ3 (Patch Generation): How does NSync leverage custom tools during reconciliation, and
what do the frequency and timing of tool usage reveal about its agentic problem-solving strategy?
• RQ4 (Continual Learning): How reliably does the learning algorithm improve outcomes?
In the rest of this section, we answer these research questions.

5.4.1 RQ1: Overall Performance. We present Table 5 summarizing the detailed accuracy and
efficiency results of NSync, NSync-NL, and the baseline. NSync proves highly effective, significantly
outperforming the baseline agent. Across 372 scenarios in five diverse real-world projects, NSync
achieves 0.97 accuracy, far exceeding the baseline. At the same time, it is more efficient, consuming
on average 0.47M tokens per reconciliation, a 1.47× improvement in token efficiency. Furthermore,
both NSync-NL and NSync significantly outperform the baseline across all benchmarks, requiring
fewer reasoning cycles and less computation overall. We report additional runtime and LoC results
in the supplementary material. On simpler projects (e.g., lab12), which have a flat structure without
modules, all methods performwell. The performance gap widens on projects with custom or prebuilt
modules, where the code structure is more complex. And the performance of NSync-NL and NSync
scales more gracefully to project complexity.

A closer inspection shows that the baseline consumes more tokens and fails more often, because
it relies heavily on raw terraform plan outputs. Its context becomes cluttered with verbose and
often irrelevant information produced by this Terraform-native tool. The context window overflows,
triggering summarization that discards useful details. This forces the agent into repeated reasoning
and revisiting Terraform files, further increasing token usage. Even worse, the baseline hallucinates:
due to the bloated context dominated by plan noise, it incorrectly reasons that applying the current
configuration will fix the drift (i.e., undoing the out-of-band change), rather than updating the
configuration to reflect the changes. In contrast, NSync’s specialized drift_report tool feeds
only the relevant drifted resources into the model’s context. This focused signal not only improves
efficiency but also yields higher accuracy by avoiding context dilution.

NSync has a success rate close to 100%, and our analysis of the failure cases shows that the
remaining failures typically arise in import handling. In Terraform, import is used to bring exter-
nally created resources under IaC management by linking them with corresponding configuration
blocks. In one case from the flask project, when importing a resource, the agent mistakenly
attempted “RootAccUsage:/aws/cloudtrail/flask-micros”, which incorrectly reversed the
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Fig. 5. LLM annotation of a synthetic API trace with 190 mutating events.

name and identifier, and consequently failed to discover the correct format. The correct for-
mat is “/aws/cloudtrail/flask-micros:RootAccUsage.” Such cases could be addressed with
retrieval-augmented generation, where the precise import syntax is supplied directly to the agent.
In summary, these results demonstrate that NSync yields substantial accuracy and efficiency gains.

Table 6. Ablation study of intent identifica-

tion (IID) on the live-score benchmark.

Method Pass@3 Tokens (M) Steps

baseline 0.57 0.70 22.4

NSync-NL 0.93 0.39 17.3

NSync-NL w/o IID 0.92 0.51 22.5

NSync 0.98 0.51 21.6

NSync w/o IID 0.98 0.66 28.1

5.4.2 RQ2: Intent Identification. We observed that
intent identification improves efficiency while main-
taining accuracy. NSync correctly handled common
AWS APIs. NSync can be readily extended with an
API-documentation lookup step during annotation to
further ensure correct interpretation of API semantics
(e.g., via AWS’s MCP documentation server [44]), but
we did not include this component in the current design
because it was unnecessary for the scenarios evaluated.
The small annotation overhead from LLM is amortized by the much larger savings during
reconciliation. Table 6 compares NSync with and without intent identification (IID) on the
live-score benchmark. Both NSync and NSync-NL maintain high accuracy, while IID reduces
token usage and agent steps by approximately 23% in token usage and steps. Accuracy remains
unchanged for NSync (0.98) and even slightly improves for NSync-NL (0.93 vs. 0.92).

Intent identification proceeds in two steps: annotation and consolidation. We next examine the
scalability of its annotation stage—specifically, whether LLMs can annotate large batches of API
events effectively. We find that LLM annotation consumes on average 5.6K tokens per drift—only
about 1% of the overall reconciliation cost, which is on the order of millions of tokens. To stress-test
the system, we construct a single trace containing 190 mutating API calls. Figure 5 shows the
effect of varying batch size on this trace. Accuracy drops sharply beyond 140, marking a clear
degradation point. The number of retries increases once the batch size exceeds 40, indicating that
the model struggles to process overly large batches in a single pass. This effect is also visible in token
usage: it is minimized around a batch size of 40, which we identify as the optimal operating point.
Beyond this point, additional retries required to handle larger batches lead to higher overall token
consumption. These results show that event consolidation is essential, and that batching around 40
mutating API calls is sufficient in practice, providing a good balance of accuracy, efficiency, and
robustness. We therefore adopt a batch size of 40 for all experiments.

5.4.3 RQ3: Patch Generation. Table 7 shows that specialized tools substantially improve recon-
ciliation performance, with each removal lowering accuracy and the absence of drift_report
causing the steepest drop. We perform an ablation study on the live-score benchmark. Removing
any tool or knowledge-base (KB) operation reduces reconciliation accuracy. Without learning—
i.e., in NSync-NL, where the KB operations knowledge_update and knowledge_retrieval are
disabled—accuracy drops from 0.98 to 0.93. Excluding self_critique reduces it further to 0.81,
while excluding drift_report has the most severe impact, lowering accuracy to 0.60. This shows
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Fig. 6. Distribution of tool usage across reconciliation progress. The x-axis denotes the normalized round po-

sition (tooluse_round / total_round) for each run. In Figure 6(a), NSync-NL uses drift_report uniformly

throughout the process, while self_critique is concentrated near the end. In Figure 6(b), NSync has similar

tool-use patterns, but knowledge tools exhibit distinct timing: knowledge_retrieval is typically invoked

early to supply prior context, while knowledge_update appears near the end to record new insights.

that each tool plays an important role, with drift_report and self_critique being especially
critical for achieving high performance.

Table 7. Performance ablation study on the

live-score benchmark.

Method Pass@3

NSync 0.98

NSync-NL 0.93
NSync w/o drift_report 0.60
NSync w/o self_critique 0.81

We next analyze the timing of tool use during reconcil-
iation. As shown in Figure 6, drift_report is invoked by
the agent throughout the process, self_critique is con-
centrated near the end, and in NSync, knowledge tools
follow a clear temporal structure (retrieval at earlier
stages, update at later stages). This confirms that the
agent is able to use our tools effectively, in a structured
and phase-specific manner.
We take a closer look at tool usage frequency across the three methods (Figure 7). While the

baseline relies heavily on generic file_read and shell operations, NSync-NL shifts its usage
toward domain-specific tools, drift_report and self_critique. The frequency of editor and
file_write calls remains similar across agents, since these tools are still required to generate
patches. By contrast, shell usage decreases substantially, as the baseline often used shell to locate
files and invoke native Terraform commands—tasks that are largely replaced by domain-specific
tools in NSync. file_read usage also decreases, since the baseline repeatedly re-scans the codebase
to rediscover context, whereas NSync makes more efficient use of retained context and KB. NSync
further incorporates KB operations, though at relatively low frequency compared to other tools;
this is also reflected in Figure 6 as KB operations only happen at the beginning and the end.
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Fig. 7. Tool usage frequency breakdown.

5.4.4 RQ4: Continual Learning. We find that NSync re-
mains the most robust under stricter pass@1 evalua-
tion when using our methods, as shown in Table 8;
it also maintains reliable performance across experi-
ment runs where drifts are presented in arbitrary order.
Figure 9 presents a snippet of the evolving reconcil-
iation knowledge base learned from experience. The
knowledge spans diverse categories, including how to
inspect resource state with Terraform commands, map
API parameters to Terraform attributes, resolve format-
ting issues, and apply the custom tool drift_report to
pinpoint attribute-level drifts more effectively.
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Table 8. Performance across runs under the pass@1 metric

Benchmark

Baseline NSync-NL NSync

Pass@1 range ± std Pass@1 range ± std Pass@1 range ± std

lab12 0.63 (0.52, 0.78) ± 0.11 0.88 (0.88, 0.89) ± 0.01 0.90 (0.86, 0.95) ± 0.04
flask 0.40 (0.31, 0.47) ± 0.07 0.70 (0.69, 0.72) ± 0.01 0.65 (0.55, 0.74) ± 0.08
ssm3 0.51 (0.49, 0.52) ± 0.01 0.73 (0.65, 0.80) ± 0.06 0.80 (0.76, 0.84) ± 0.03

live-score 0.38 (0.34, 0.39) ± 0.03 0.70 (0.66, 0.75) ± 0.04 0.84 (0.80, 0.93) ± 0.06
mega-mesh 0.53 (0.47, 0.59) ± 0.05 0.76 (0.59, 0.88) ± 0.13 0.78 (0.71, 0.82) ± 0.06

Overall 0.49 (0.43, 0.55) ± 0.05 0.76 (0.69, 0.81) ± 0.05 0.80 (0.73, 0.86) ± 0.05
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Fig. 8. Performance comparison across mutating API calls. Figure 8(a) reports average accuracy across all

drift scenarios from five projects, reorganized by the number of mutating API calls. Figure 8(b) presents the

corresponding token cost for reconciliation as drift complexity increases.

Table 8 evaluates robustness under the pass@1 metric, where no retries are allowed, and results
are averaged across three runs. The baseline performs poorly in this setting, with an overall accuracy
of only 0.49, highlighting its unreliability when a single attempt must succeed. NSync-NL improves
substantially to 0.76, and NSync further increases robustness to 0.80 by reusing knowledge from
prior reconciliations. Importantly, the drift scenarios are presented in arbitrary order across runs,
ensuring that improvements are not due to any favorable ordering of the data. This confirms that
the learning method is agnostic to ordering and that there is no hidden bias or structure in our
benchmarks that guarantees improvement. While all methods see a drop compared to pass@3, the
degradation is smaller for NSync-NL and especially for NSync, which remains consistently strong
across runs. These results demonstrate that learning not only improves average accuracy but also
reduces variance, yielding more reliable reconciliation outcomes.

Figure 8 shows that, as drift complexity increases (more mutating API calls), the baseline shows
a clear downward trend in accuracy, while NSync-NL remains stable. In terms of efficiency, the
baseline’s token usage steadily grows with complexity, whereas NSync-NL consistently requires
fewer tokens, and NSync adds only a modest overhead due to knowledge retrieval. These results
highlight that our methods are more resilient under increasing drift complexity, maintaining
accuracy and efficiency where the baseline degrades. As the number of mutating API calls increases,
the baseline token usage eventually surpasses NSync.

6 Related Work

AI Agent for Cloud Management. Recent advances have explored the use of AI agents to
automate diverse aspects of cloud operations, or “AIOps”. However, much of this work only focuses
on incident detection, root cause diagnosis, and remediation [12, 13, 38, 54, 59]—e.g., via log mining,
causal inference, or LLM-powered analysis to recommend or execute corrective actions. Meanwhile,
existing work also highlights the potential of AI agents to expand beyond diagnostic tasks to handle
provisioning, continuous monitoring, and tool synthesis [8, 14, 16, 62, 63]. NSync is an AIOps
design but is specialized for detecting and reconciling drift in IaC frameworks.
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A snippet of the evolving reconciliation knowledge base for lab12.

• When working with VPC flow logs, remember to escape the log_format string with double dollar
signs ($$) to avoid Terraform interpolation errors.

• Use terraform state show <resource_name> to examine the current state of a specific resource.
• Use moved blocks in move.tf to handle resource renaming and prevent unnecessary resource
recreation.

• For EventBridge rules, use is_enabled = false to disable rules instead of state = “DISABLED”,
which is the API parameter but not the Terraform attribute name.

• For CloudTrail resources, ensure the S3 bucket policy includes the correct permissions for CloudTrail
to write logs.

• When importing KMS keys, remove deletion_window_in_days if it causes drift.
• When importing SSM documents, ensure the content format (quotes, indentation, etc.) exactly
matches the actual state.

• When importing S3 buckets created outside of Terraform, make sure to also import any associated
bucket policies separately.

• Use drift_report to identify specific attributes that need to be changed in resources.

Fig. 9. An example of the evolving reconciliation knowledge base. All entries for the lab12 project represent

accumulated knowledge, continually updated by the agent from its prior reconciliation experience.

AI Agent for Program Repair. Automated Program Repair (APR) has been extensively studied,
with recent surveys showing that LLMs have transformed the field by enabling repair through
fine-tuning, prompting, procedural workflows, and agentic frameworks [60, 66]. Fine-tuned re-
pair systems [29, 46, 68] leverage domain-specific bug corpora for training, while prompting
approaches [23, 58] offer lightweight zero/few-shot deployment. More advanced pipelines [55, 57]
integrate retrieval or analysis feedback to guide iterative repair. Agentic systems [9, 52, 61, 67] or-
chestrate external tools, testing, andmulti-step reasoning. These works primarily target source code
bugs in conventional software projects, with correctness validated against unit tests or benchmarks.
NSync builds on the program-repair perspective but applies it to cloud Infrastructure-as-Code.
Unlike traditional APR, where explicit failing tests provide repair oracles, IaC reconciliation oper-
ates without runnable test cases: its “specification” is implicitly encoded in cloud API traces. This
shifts the repair challenge from patching faulty logic based on test cases to synthesizing declarative
updates that represent API traces, ensuring that the IaC codebase reflects the true deployed state.

7 Threats to Validity

Internal Validity. Our correctness metric relies on terraform plan output and resource identity
matching to determine whether a reconciliation is successful. This may classify some semantically
correct but non-canonical patches as failures (e.g., patches that differ syntactically but result in
equivalent cloud states), leading to conservative false negatives. As a result, our reported success
rates should be interpreted as lower bounds on actual reconciliation correctness.
Another internal threat arises from manual validation and filtering of benchmark ground

truth. Although each drift case was inspected by DevOps experts, expert review can involve
subjective judgment, especially when a scenario admits multiple plausible infrastructure changes
or when a generated mutation only partially matches the intended operation. Candidate drifts were
retained only if they could be generated, validated, deployed, and reverted; experts attempted to
manually repair failed cases before exclusion. We mitigated this threat by using a fixed validation
checklist, involving two experts for ambiguous cases, inspecting both mutation reports and
Terraform diffs, requiring deployment-and-revert validation, and checking final correctness with
terraform plan against the ground-truth state. Nevertheless, this process may underrepresent
drifts with difficult-to-synthesize ground truth and bias the benchmark toward more structured
or easier-to-reconcile cases.
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External Validity. Our evaluation uses open-source Terraform projects from GitHub. We made a
best-effort attempt to select projects that vary in scale, application type, and resource diversity.
Nevertheless, open-source Terraform repositories may not fully capture the characteristics of
production cloud infrastructure. In particular, production IaC deployments are often proprietary,
substantially larger, and more expensive to deploy and evaluate. Drift scenarios are primarily
sourced from runbooks, which encode common DevOps operations on AWS. This improves realism
by grounding the benchmark in operationally meaningful actions. However, real-world drift may
also arise from undocumented ad hoc mutations that remain silent until later and potentially cause
cascading failures. Such cases are difficult to systematically observe, reproduce, and validate. Thus,
while our benchmark reflects realistic projects and common operational drifts, it may underrepresent
rare, latent, or highly organization-specific drift scenarios.

Our evaluation focuses on Terraform and AWS. However, NSync depends only on abstractions
common across IaC frameworks, namely a planning phase that previews intended actions and API
audit logs that record executed operations. These abstractions are available in other IaC frameworks
and cloud providers such as Azure and Google Cloud—the core design of NSync generalizes beyond
the specific platforms studied. To isolate the impact of our agent design, we fix the underlying LLM
to Claude 3.7 Sonnet, one of the strongest coding models at the time of writing. Performance may
vary with other LLMs, and evaluating additional models is left to future work.
Construct Validity. To ensure realism, we implement NSync within a production-grade agent
framework [1] and validate all reconciliation scenarios using real cloud deployments rather than
simulated environments. While this strengthens ecological validity, it may limit the scale of evalu-
ation due to cost and operational constraints.

8 Conclusion

Infrastructure-as-Code (IaC) frameworks are gaining popularity, and they encode the infrastructure
in a declarative configuration as the source of truth. However, when IaC frameworks are used
together with other management interfaces (e.g., cloud consoles, CLI, SDK), the IaC configuration
no longer captures the de facto state, leading to infrastructure drift. We presented NSync, the first
agentic system for automated IaC reconciliation. NSync relies on cloudAPIs to identify and reconcile
drift, and it works by cleaning and consolidating noisy API traces, generating patches to update
configurations, and continuously learning from experience. To support systematic evaluation, we
introduced a pipeline for generating realistic and assessable drift scenarios, and curated the first
IaC reconciliation dataset containing 372 validated cases across five real-world Terraform projects.
Experiments show that NSync achieves 0.97 accuracy, a 26-percentage-point improvement over
the baseline, while improving token efficiency by approximately 1.5×. These results highlight that
IaC reconciliation is both feasible and practical with modern agentic systems.
Future Work. Our evaluation is on the leading IaC platform—Terraform—and the most popular
cloud—AWS. NSync’s architecture is generalizable to other IaC frameworks (e.g., Pulumi [40],
OpenTofu [37]) and cloud providers (e.g., Azure, GCP). Key changes may include different API
monitoring tools across clouds and resource management practices. For instance, Azure’s and GCP’s
event logs may use different event schemas compared to AWS CloudTrail. Each IaC framework
also has its own local state scheme and planning operations. Hence, an interesting avenue of future
work is to generalize NSync to other IaC frameworks and clouds.

9 Data Availability

The implementation of NSync and the curated IaC reconciliation dataset, comprising 372 validated
drift cases, are available in the supplementary material and at https://github.com/zyang37/nsync.
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